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1. OO01mme mo10KeHUsI
1.1. Hactostimast MIHCTpYKIMS MO aHTUBHPYCHOH 3amuTe HWH(POPMAIIMOHHBIX CHCTEM

NepCcOHANbHBIX JaHHBIX (nanee - MHctpykuus) onpenensier B MAOBY «Kynposckuit
JACKB No4y mopsiiok OpraHu3ali aHTUBUPYCHOM 3allUThI, MOPSAIOK JIEHUCTBUI
aIMUHUCTpAaTOpa OE30MAaCHOCTH M TMOJb30BaTelie WH()OPMAIIMOHHBIX CHCTEM
MePCOHABHBIX JAHHBIX (7anee - WHPOpPMAIIMOHHBIC CHCTEMbl) TIPU OOHAPYKCHUHU
BPEJIOHOCHBIX KOMITBIOTEPHBIX MTPOrpaMM (BUPYCOB).

1.2.  CoxkpateHusi, TEepMHHBI H OTIPEACTICHHUS

B nacrosimein MTHCTpYKITMU MCTIONB3YIOTCS COKPAILICHUS, TEPMUHBI U OTIPEICIICHUS,

NpHUBEACHHBIE B TaOIMIAaX 1 1 2 COOTBETCTBEHHO.

Ta6muma 1 — Ilepedens cokparieHui

Coxkpamenne PacumdpoBka cokpamenus
OCTIK Poccun ®enepanbHas Ci1yk0a 10 TEXHUUYECKOMY U SKCIIOPTHOMY
KOHTPOJIIO
AnTtusupycnoe [10 [TporpammHoe oOecrieueHre CPeICTB AaHTUBUPYCHOM 3aLUThI
Bpenonocnoe 110 BpenonocHas komnbroTepHast mporpamma (BUpyc)
APM ABTOMaTU3UpOBaHHOE pabouee MECTO
[1n ITepcoHanbHbIEC TaHHBIE
1o [TporpamMmmHoOe obecrieueHue
CBT CpencTBa BBIYMCIUTENBHON TEXHUKU

Tabnuua 2 — IlepeyeHb TEPMUHOB U OTIpEEIICHUN

Tepmun Omnpenesienune Hcerounuk
AJIMUHHCTpATOP PaboTHUK, OTBETCTBEHHBII 3a
0€301acHOCTH obecrieueHne 6€30MacHOCTH

MH(OPMALIMOHHON CUCTEMBI | MIEPCOHAIbHBIX JAHHBIX B

IIEPCOHAJIBHBIX JaHHBIX MH(OPMaLIMOHHOM CHCTEME
(amMUHUCTpATOP MEPCOHANTBHBIX JTaHHBIX
0€30MacCHOCTH)
Bpenonocnast nporpamMmma [Iporpamma, nmpenHa3HAYCHHAS IS T'OCT P 51275-2006
OCYIIECTBICHUS

HECaHKIMOHUPOBAHHOTO JOCTYTA K
uH(pOopMaIuu U (UIIM) BO3AEHCTBUS Ha




Tepmun Omnpenesienune Hcrounuk

UH(OPMAIIHIO WIIH PECYPCHI
MH(POPMALIMOHHON CUCTEMBI

HNudopmannonnas cucrema | COBOKYNHOCTb, coAepikauieiics B 6azax | TOCT P 51583-2014
JAHHBIX HHPOPMAIUU U
obecreunBaroux e 00padboTKy
MH()OPMAIIMOHHBIX TEXHOJIOTUH U
TEXHHUYECKHUX CPE/CTB

(KOMIIBIOTEPHBIN) BUPYC Bpenonocnas nporpamMma, ciocooHas I'OCT P 51275-2006
co3/1aBaTh CBOM KOIMU U (WIN) Apyrue
BPEIIOHOCHBIE MTPOTPaMMBbI

MamuHHBIA HOCUTEb MarepuajibHbIil HOCUTEIb,
uHpopmanuu MCIIOJIb3YEMBIH JIJIS IEpeIaun 1
XPaHCHHS 3alUIaeMO HHPOPMALIHH
(B TOM 4HCIIe TIEPCOHATBHBIX JTAHHBIX
(manee — [1/1H)) B 2JIeKTPOHHOM BHUJIE.

[TepcoHasibHBIE TaHHBIE Jro6as nHpopManus, OTHOCSIIASICS ®denepabHbIA 3aKOH
MPSIMO WJIM KOCBEHHO K orpeneiaeHHoMy | oT 27.07.2006 Ne 152-
WJIU OTIpeiesisieMoMYy (PU3UYECKOMY @3 «O nepcoHATbHBIX
Uy (CyOBEeKTy MepCOHATBHBIX JAHHBIX»
JTAHHBIX )
1.3. IlepeyeHb HOPMATUBHBIX NPABOBBIX AKTOB, HAa OCHOBAaHMU KOTOPBIX

paspabotana MHcTpyKus:

- ®enepanbHbIil 3akoH OT 27.07.2006 Ne 152-D3 «O niepcoHANBHBIX JaHHBIX);

- nmocranoBnenue [IpaBurensctBa Poccuiickoit @eneparuum ot 01.11.2012 Ne 1119 «O6
YTBEP)KAECHUU TpeOOBaHUN K 3allluTe NEPCOHAIbHBIX MJAHHBIX MpU HX 0O0paboTke B
MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAaHHBIXY;

- npukaz ®CTIOK Poccuu ot 18.02.2013 Ne 21 «OO6 yrBepxkaenuu CocraBa u
COJIep)KaHMsI OPTaHW3alMOHHBIX W TEXHUYECKUX Mep MO OO0ECHedYeHHI0 Oe30MacHOCTU
MEPCOHAIBHBIX JAHHBIX MPU X 00pabOoTKe B MHPOPMAIMOHHBIX CHCTEMaX MEePCOHATBHBIX
JTAHHBIX.

1.4. Tlonb3oBaTenu HHPOPMAIIMOHHBIX CUCTEM JOJKHBI ObITh 03HAKOMJICHBI C HACTOSIIEH
NHcTpykuueit 1o Hayama paboThl B MHGOPMAIMOHHBIX CHCTEMaXxX IOJ MOAIMKCH.

OO0s13aHHOCTh 1O OpraHU3alMd O3HAKOMIJICGHMS TIOJb30BaTeliel ¢ HacTosIei



WucTpykiuei Bo3maraeTcst Ha OTBETCTBEHHOTO 3a opranm3anuio odbpadorku I1/{x B

MIAOBY «Kynposckuii JICKB Ned».
2. OO01mmii NOPAOK OPraHu3al Ui AHTUBUPYCHOM 3aAIUTHI

2.1.  AwntuBupycnoe I1O ycranaBnuBaercs Ha Bce CBT, Bxoasmmue B cocraB
WH)OPMALIMOHHBIX ~ CHUCTEM  JUIsl  NPENOTBpAaIlCHUs  3apaXeHUus  BPEIOHOCHBIMHU
KOMIIBIOTEPHBIMH MporpamMmamMu (Bupycamu) (nanee — BpeoHocHsIM [10) uepe3 chemHbIe
HOCUTENU WH(GOPMAIIMM WM CETEBble NOJKIIOUEHHUS, B TOM YHCIE K CETsIM OOIIeTro
MOJIb30BaHUSI (BJIOKEHUS SJIEKTPOHHOM MOYTHI, BEO- U IPYTUe CEPBUCHI) U MEXKTYHAPOIHOTO
uH(popmannoHHoro oomena (Murepuer).

2.2. K wucnonp3oBaHHi0 B WH(OPMAIMOHHBIX CHUCTEMaX JOMYCKAIOTCS TOJIBKO
JULEH3UOHHBIE CPEJCTBA AHTUBUPYCHOM 3alIUTHI, IPOLIEAIINE B YCTAHOBICHHOM MOPSIKE
mpolenypy cepTudukanuu CpecTB 3alIUThl HHPOPMALUK 110 TPeOOBaHUSIM 0€30MaCHOCTH
uHpopMaum.

2.3.Ha Bce mpumeHnsiemble B WH(OPMAIMOHHBIX CHUCTEMaX CpEJCTBAa AHTHUBUPYCHOU
3alllUTHl  JOJDKHBI  OBITH  JIOKYMEHTHI, TMOATBepkaaroniue mpaBa MJIOBY
«Kynposckuit ICKB Nedy Ha uX ucnoiib3oBaHHE W JIEHCTBYIOUINE CepTU(UKATHI
OCTOK Poccun.

2.4. OtBeTcTBeHHBIN 3a opraHuzanuio oOpabotku IIJ[H obecreynBaeT OpraHU3ALUIO
aHTUBUPYCHOM 3auuThl HHpOopManonHbix cucteM B MJIOBY «Kynposckuit ICKB
Nogy.

2.5. AnmuHuCcTpaTOp 0€30MAaCHOCTH OCYIIECTBISIET YCTAaHOBKY, KOH(QUTYpHpPOBAaHHUE WU
yIOpaBJeHUE CPEICTBAMU AHTUBUPYCHOM 3alUThl WH()OPMAIIMOHHBIX CHCTEM B
MJIOBY «Kynposckuit JICKB Ne4» B COOTBETCTBHHM C OKCILTyaTallMOHHOM
JOKyMeHTauueil Ha antuBHpycHoe [0, a Takke HaJle)KHOE€ XPAaHEHUE STATIOHHBIX
konuii antusupycuoro I10.

2.6. [Tonwp3oBatenu HMHPOPMAIIMOHHBIX CHUCTEM SIBISIOTCS OTBETCTBEHHBIMHU 3a
©KEHEBHBI KOHTpOdb Ha cBoux APM wu cBoeBpemMeHHOe HH(OPMUPOBAHUE
aJIMHHHCTpaTOpa 0E€30macHOCTH B cliydae oOHapyxkeHus BpemoHocHoro [IO wmm mpu
MOSIBIGHUM MHBIX TMPEAYIPEKTAONIUX COOOIIEHUNH CPEJICTB aHTUBUPYCHOW 3alUTHI
(McTeueHus: cpoka JIMIICH3MH, O HEAKTYaJIbHOCTH 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX

KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB) U T.I1.).



2.7. Koutpomp Haxg paboToii monb30BaTeNss WHGOPMAIMOHHBIX CHCTEM IIO
IIPUMEHEHHIO Ha HenocpeACTBEHHBIX APM cpeacTB aHTUBHPYCHOM 3alIUTHI OCYILECTBIISAET

aJIMMHHUCTpATOp O€30M1aCHOCTH.
3. Peasiu3anusi aHTUBMPYCHOM 3aIUThI

3.1.  AwntuBupycHoe [IO momkHO 3amycKaThbCsi ABTOMATHYECKH TIPH CTapTe
onepannoHHoi cucteMbl CBT uHpoOpManuoHHBIX cHUCTeM U (QYHKIHOHUPOBATH M0
3aBepIlEHUs padOThl ONEPAUOHHON CUCTEMBI.

3.2. Ilomp3oBarenmssM WHPOPMALMOHHBIX CHCTEM 3ampeliaeTcss OJIIOKUPOBATh,
M3MEHSITh HACTPOUKHU U BRITpYkaTh aHTUBHpYCHOE 10 Ha cBoux APM.

3.3. AHTHBUpYCHas TIpOBEpKa [OJDKHA OCYIIECTBISATHCS JUIA  CIETYIOIINX
00BEKTOB:

— (aiinoB 3arpy3Ku — Ipu 3arpy3Ke orneparioHHON CUCTEMBI;

— CUCTEMHOTO ¥ MPHUKIAAHOIO MNPOrPaMMHOIO OOECHEeYEHHUs, HCIOIHAEMBIX
¢ailioB — B aBTOMaTHUECKOM peXHMME B IEPUOJI ceaHca padoThl;

— nocrynamoumeii uHpopmanuu MO KaHajlaM IepeAadyd JaHHbIX — B
ABTOMAaTHYECKOM PEXHUME JI0 OTKPBITHS HHPOpMALUU (3aI1ycKa UCIOJIHAEMBIX (DaiiioB);

- uHpOpMAIMY, TOCTYNAIOIMEH Ha ChEMHBIX HOCUTENSX — MPU MOJKIIOYEHUU
CHEMHOT'0 HOCUTEJI K TEXHUYECKOMY CPEJICTBY;

- UCXOAAIIEeH HHPOpMAIK — HETIOCPECTBEHHO Iepe]l €€ OTHPaBKOM (3aMUChI0
Ha ChE€MHBIN HOCUTEIIb);

- YCTaHABIMBAEMOr0  (M3MEHSEMOT0) NPOrpPaMMHOIO  OOecrnedyeHus  —
HENOCPEACTBEHHO MEPE] YCTaHOBKOI;

- MalIMHHBIX HOCHUTENAX MH(QOpMAIMU, YyCTaHOBIEHHbIX B kopnyc CBT
(HaKOMUTEH Ha KECTKHUX JUCKaX) — HE peXke OJJHOrO pasza B HEJEINIO.

3.4. Jloboe ycranaBmuBaeMoe (OOHOBISIEMOE) TIPOrpaMMHOE OOECIICUCHHE B
MH(OPMALIMOHHBIX CUCTEMaX MpOBEpsieTCcsl Ha OTCYTCTBUE BpenoHocHoro I[10 no moMeHTa
yctanoBku. [locie ycTaHOBKH Wi OOHOBIIEHUSI TPOrPaMMHOIO 00€CIIEYEeHHUsI MPOBOAUTCS
MOBTOpHAs! aHTUBUPYCHAs MPOBEPKA.

3.5.  AnmuHHCTpaTop 0€30MacHOCTH MPH YHPABICHUH CPEICTBAMHU aHTHBHPYCHOM
3aIIUTHl MHPOPMAIIMOHHBIX CUCTEM 00€CTICUNBALT:

- YCTAaHOBKY, HACTPOWKY, VyHOpaBieHHUE KOHPUTypalMel U JOTHYECKOU

CTPYKTYpo# Bcero antusupycHoro I10;



— YCTaHOBKY W OOHOBIIEHHE JIMIEH3MOHHBIX KJIIOYEH CPEICTB aHTUBUPYCHOU
3allUTHI;

— YCTAaHOBKY  OOHOBJIEHUH  0a3bl  JaHHBIX  IPU3HAKOB  BPEJOHOCHBIX
KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB);

- OrpaHWYeHue 10CTyna nosb3oBarenei Ha APM k HacTpoilkaM yCTaHOBJIEHHBIX
CPEACTB aHTUBUPYCHOM 3aILNTHI;

- HACTPOWKY pacchUIKU coolueHuit 06 oOHapy:xkeHuu BpenoHocHoro IO, o
cOosix B paboTe CpeaCTB aHTUBUPYCHOM 3aIIUTHI, O HEOOXOIWMOCTH OOHOBIJICHHS Oa3bl
JAHHBIX TPU3HAKOB BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U T.IL.;

= BHEIUIaHOBYIO MPOBepKy APM, cheMHBIX MallIMHHBIX HOCUTENENH HHPOpMaLUu
B Cllydae MoJ03peHus Ha Hannuue BpenonocHoro [10;

= BOCCTQHOBJIEHME  PAa0OTOCIOCOOHOCTH  MPOrPaMMHBIX  CPEICTB U
UH(POPMAIIMOHHBIX MaCCUBOB, MMOBPEXKACHHBIX Bpe1oHOCHBIM 110;

— pemieHre MpoOjaeM, BO3HUKAIOIIMX B IPOLIECCE HCIIOIB30BAHUS CPENICTB
AHTUBHUPYCHOM 3aIUTHI.

3.6. AaMuHHCTpaTOp 6E30MACHOCTH OCYIIECTBISIET HACTPOUKY PETUCTPAIIUN COOBITHIA
MH(OPMALIMOHHOM 0€30IacCHOCTH CPEJACTB AHTHUBUPYCHOW 3alllUThl HMH(OPMAaIIMOHHBIX
CHCTEM, BKJIOYast:

— OTKa3 paboOTOCHOCOOHOCTHM CPEACTB AaHTHUBUPYCHOM 3alUTBl MU HX
KOMIIOHEHTOB;

— obHapyxeHue BpegoHocHoro [10;

— U3MEHEHHUE JTH0OBIX TEKYIIUX HACTPOEK CPEJICTB AaHTUBUPYCHOM 3alUTHI;

- YCTaHOBKAa M pAaCIpOCTpaHEHHE OOHOBICHHM O0a3bl JaHHBIX IPU3HAKOB
BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BUPYCOB).

XypHausl peructpanuu COOBITHI CpeCTBa aHTUBUPYCHOMU 3aIIUThHl HH()OPMAaIIMOHHBIX
CHCTEM JIOJKHBI OBITH IOCTYITHBI JUIsl OTIEPATUBHOIO aHajIM3a B TeueHue | Mecsiiia c MOMEHTa

pEerucTparu CoObITHS.

4. OOHoBIeHHE 0a3bl JAaHHBIX NPH3HAKOB BPEJOHOCHBIX KOMIBITEPHBIX

NnporpamMm (BHPYycoOB)



4.1.  ba3bl JaHHBIX IPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB)
CPEIICTB aHTUBUPYCHOW 3aIUThl UH(POPMAIIMOHHBIX CUCTEM aBTOMAaTHYECKU OOHOBISIOTCA
Ha €XEJHEBHON OCHOBE U3 IOBEPEHHBIX HCTOYHUKOB.

4.2. AnmunucTparop 0e30MmacHOCTH He peke 1 pasa B JeHb MPOBOJIUT KOHTPOJb

0OHOBJIEHMs 0a3 TaHHBIX MPU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX IIPOTrpamMM (BUPYCOB).

S. Ilopsinok peiicTBUil NpM OOHAPY’KEHHMH BPEJIOHOCHOIO INPOrPAMMHOIO

o0ecreueHUs

5.1.  Tlpu oOHapyxeHuu BpegoHocHOro [10 Ha CheMHBIX HOCUTEISIX, B QJIEKTPOHHBIX
OTIIPABJICHUSIX WJIM TpU TOCEIIEHUU pecypcoB ceTu VHTepHET moJb30BaTellb
MH(OPMALIMOHHBIX CUCTEM O0s13aH:

= IPUOCTAaHOBUTH PabOTy € MCTOYHUKOM YIpo3bl (CHEMHBIM HOCHUTEIIEM,
3IIEKTPOHHBIM OTIIPaBJICHUEM, HuTepHeT-pecypcom), UHBIE paboThI Ha
aBTOMAaTU3MPOBAHHOM pabovyeM MecTe He 3allperiaroTcs;

= COOOLIUTH aIMUHHUCTPATOPY O€30MacHOCTU 00 OOHApPYKEHUU BPEIOHOCHOTO
MIPOTrPaMMHOT0 00ECIICUEHNS;

= OPUHATE MeEpbl M0 JIOKaJIM3alMM M yJaleHuto BpenoHocHoro IO,
PEKOMEHI0BaHHBIE aIMUHUCTPATOPOM OE30MaCHOCTH.

5.2.  IIpu oOHapyxenuu BpegonocHoro [10 B mpouecce 06paboTku nHpopmanuy, 3a
UCKJTIOYEHUEM MyHKTa 3.1, mosib30BaTens 00s3aH:

- NPUOCTAaHOBUTH Bce paboThl Ha APM,;

— COOOIIUTh aIMUHUCTpATOPY Oe30macHOCTU 00 OOHApYKEHHH BPEIOHOCHOIO
IPOTPaMMHOI0 OOECTIeUeHUS;

- IOPUHATH MEphl 10 JIOKAIM3AaUUM W ynaleHuro BpeaoHocHoro [1O,
PEKOMEHIOBaHHBIE aIMUHUCTPATOPOM OE30MaCHOCTH.

5.3. AnmMunucTpatop 6e30macHoCTU 1Mo (GakTy COOBITHH, MPETYyCMOTPEHHBIX MyHKTAMU
5.1, 5.2 pomxeH 3aperucTpupoBaTh BHPYCHYIO aTaky B JKypHajie COOBITHIA
0€30MmacHOCTH B COOTBETCTBUM ¢ WHCTpyKIMEH MO YIpaBIEHUIO COOBITHAMU
uH(popMaMoHHOW  Oe3omacHocTH  uMH(poOpMmanuoHHbIX cucteM B MJIOBY
«Kynposckuii ICKB Ned»

54. TIlpu  oGOnapyxenuu  BpemoHocHoro IO  Ha  cepBepHOM WU

TEJIEKOMMYHHUKALIMOHHOM 000PYJOBaHUN aJIMUHUCTPATOp O€30MaCHOCTH 00sI3aH:



— HEMEJICHHO COOOIIUTh OTBETCTBEHHOMY 3a opraHu3anuto oopadotku [1/1H 06
0OHapyKEHUH BPEJIOHOCHOTO MPOTPAMMHOTO O0CCIICUCHHS,

— MPHUHSITH MEPHI TI0 JIOKAIM3AIMN U yIajdeHuio BpenoHocHoro 10, a takxke 1o
BBISIBJICHUIO UCTOYHUKA U CITOCO0a MPOHUKHOBEHUsS BpegoHocHoro [10.

55. B ciyyac HEBO3MOXXHOCTH yAalleHHs BpefoHocHoro I10, amMuHHCTpaTopy
0€30MMacHOCTH CIIEYyeT OOPAaTUTHCS B OPTaHHU3AIUIO, OCYIICCTBILIIONIYIO TEXHUYCCKYIO
MOJIJICPIKKY CPEJICTB aHTHBUPYCHOM 3amuThl. [Ipu nepenave oOpa3iioB 3apakeHHbIX (aiios,
a TaKkKe TpHU TMPEAOCTaBICHUH WHPOpPMAMM O BHUPYCHOH aTake B OpTaHU3AIMIO,
OCYIICCTBIISIOIIYI0O ~ TEXHUYECKYIO  TOIACPXKKY CPEIACTB  aHTUBUPYCHOH  3alUThHI
uHpopManuu, JODKHBI ~ OBITh  COOJIONEHBI  TpeOOBaHUSA  KOH(MHUICHIIHMAIBHOCTH

oOpabartbiBaeMbIx [1/]H B MH(GOPMALIMOHHBIX CUCTEMAX.

6. O0s13aHHOCTH NOJIB30BaTe el HHPOPMAIMOHHBIX CHCTEM

6.1. Ilpu pabote B mHGOPMAIIMOHHBIX CHCTEMaX MOJb30BATEIN O0s3aHBI:

— BECTHU €)KEJIHEBHBIN KOHTPOJIb HAJl pabOTON CPEeCTB AaHTUBUPYCHOMN 3aILIUTHI;

- MIPOBEPSTH BIIOKEHUSI 3JEKTPOHHON MOYTHI, ChEMHBIE MAIIMHHBIE HOCHUTEIIN
uH(pOpMaLIUY NIepes] HayauoM padoThl Ha IpeaMeT Hainuuus BpeaonocHoro I10;

— HEMEJIEHHO YBEIOMJIATh aIMUHUCTpATOpa 0€30MaCHOCTH MPH MOJO3PEHUH Ha
3apaxxenne APM BpenonocHeiM [1O (MeaneHHas pabGoTa MpPU OTKPHITUU TPHIOKECHHH,
yactoe 3aBucanue 110, camonpoun3BoJIbHBIH Nepe3anyck, cOou B padbote), pu 0OHapyKEeHUH
BpenoHocHoro I1O (cooOmieHne Ha KpaHe MOHHTOpAa O HaJMYMU BUpPYyCa), a TAKXKe HpU
NOSIBJICHUM JIIOOBIX MPEeNyNpekIaronInX COOOUIEHUH CpeICTB AHTUBUPYCHOM 3allUThI
(McTeueHusl CpoKa JIMIIEH3UHU, O HEAKTyaJlbHOCTH 0a3bl JaHHBIX MPHU3HAKOB BPEAOHOCHBIX
nporpamm (BUPYCOB) U T.II.).

6.2.  Ilonb3oBarensiM MH(OPMALIMOHHBIX CUCTEM 3aIpPEIIAeTC:

- OTKJIFOYATh, U3MEHATh HACTPOWKHU M BBITPYKaTh aHTHBHpYycHOe I1O Ha cBomx
APM,;

— CaMOCTOSITEILHO ~ OCYIIECTBIATh mHoJKIoYeHue (otkimroueHue) APM  «
JIOKQJIbHOW BBIYMCIUTENBHON CeTH, ycTaHaBimuBaTh (yaanate) [10, obopynoBanue;

— wucnosb3oBaTh HeszapeructpupoBanHele B MJIOBY  «Kyaposckuit JICKB  Ne4dy
MalllMHHBIE HOCUTENN HHPOPMAIIHH;
— npoJoKaTh OO0pabOTKY MEpPCOHANBbHBIX JIaHHBIX W HWHbIE paboThl MpHU

obHapyxenuu BpegornocHoro [10 B mporecce 00padoTku nHGOpMAIIUH.
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7. OTBEeTCTBEHHOCTH

7.1.  Tlomp3oBaTenn MH(POPMAIIMOHHBIX CUCTEM JIODKHBI OBITH MPEAYNPEKIASHBI 00
OTBETCTBEHHOCTH 32 HEBBINIOJIHEHUE TpeOoBaHUM HacTosAel MHcTpykuuu.
7.2. Pabotaukun MJIOBY «Kynposckuit JICKB Ned» HecyT OTBETCTBEHHOCTH 3a
HEHAJJIeXkKAIlee  MCIOJHEHHWE WM  HEUCIOJHEHUWE  CBOUX  OOSI3aHHOCTEW,
NpeyCMOTPEHHBIX HacTosimeid MHcTpykimeil, B COOTBETCTBUU C JEUCTBYIOLIUM

3aKOHOAATeNbCTBOM Poccuiickoit denepanuu.
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IIpunoxxenue
PexoMeHaanuu nmo 3amuTe KOMIbLIOTEPA OT NPOrpaMM-IINGPoOBAILIIHKOB

1. OO0uue pekoMeHIANH

1.1.  He oTkpbIBaiiTe MOYTOBBIEC BIOKEHHS OT HEU3BECTHBIX OTIIPABUTENCH.

B OosbIMHCTBE Cily4aeB MPOrpaMMbI-IIHM(PPOBATBIIMKN PACIPOCTPAHAIOTCS 4Yepe3
IOYTOBbIE BJIOXKEHMs. 3ajada 3JI0YMBIIUIEHHHKa — YOEIWUTh I10JIb30BaTeNsl OTKPHITH
BJIOKEHUE W3 IIHCHbMA, IOTOMY TEMBI IIHCEM COJEP/KAaT YIrpo3bl: YBEJOMIIEHHE OT
apOUTPAKHOTO Cy/1a 00 UCKE; UCTIOTHUTEIBHOE IPOU3BOJICTBO O B3bICKAHUH 3a/10JKEHHOCTH;
BO30YKJIEHHE YTOJIOBHOTO JIeJIa U TOMY [T0JI00HOE.

[Tpu 3TOM BpeIOHOCHBIMU MOT'YT OKa3aTbcsl He TOIbKO ¢aibl popmata EXE. Tak xe
ObUIM Cllydad 3apa’k€HUs KOMIIBIOTEPOB MPU OTKPBITUM CHELHMAIbHO C(HOPMUPOBAHHBIX
3n0yMblIeHHuKamMu QaitnoB popmaroB DOC u PDF.

1.2. CBoeBpeMEHHO OOHOBJISIITE aHTUBUPYCHBIE 0a3bl, ONEPALMOHHYIO CUCTEMY U
JIpYTHe porpaMMBl.

PerynspHo oOHOBifAliTe Balml aHTHUBUPYC. BmecTe ¢ aHTUBHUpPYCHBIMU Oa3zamu
OOHOBIISIIOTCS MPOTPAMMHBIE KOMIIOHEHTHI, YJIYYIIAIOTCS CYyLIECTBYOmue (QYHKIUU U
N00aBIISIOTCA HOBBIE. A TaKKe yCTaHABIMBANWTE OOHOBIICHHUS U1 ONIEPALIMOHHON CUCTEMBI U
JPYTUX IPOrpaMM, KOTOPBIMU BBI I1OJIb3YETECH.

1.3. PerymsipHo co3naBaiiTe pe3epBHbIe KOMHMH (ailloB M XpaHUTE HX BHE
KOMIIBIOTEpA.

XpaHUTe pe3epBHBIE KONIUK BHE KOMIIbIOTEPA (HAIIPUMED, HA ChEMHBIX HOCUTENSAX UIH
B «00JIaYHBIX» XPaHUJIMUIIAX) U B 3amIMPpoBaHHOM BHje. Takum oOpas3om, ¢aitnbl OyayT
3alUIIEHBl HE TOJBKO OT MPOrpaMM-IIH(POBATBIIUKOB, HO U OT OTKAa30B KOMITbIOTEPHOU
TEXHHUKHU.

1.4.  HactpoiiTe 10oCTyI K OOIIUM CETEBBIM IaIrKaM.

Ecnu Bl ucnonb3yere o0mive ceTeBble MaNKH, PEKOMEHYETCsl CO3JaTh OTAEIbHYIO
CETEeBYIO MANKy Ui KaXIOro mojb3oBaTens. Ilpum 3Tom mpaBa Ha 3amuch JOJDKHBI OBITH
TOJILKO Y BJIaJeJblla ManKku. Takum 00pa3oM, Ipu 3apa’keHUH OJHOTO KOMIbIOTepa (paissl
OyayT 3amu@poBaHbl TOJIBKO B OJHOW ceTeBOH marke. B mpoTUBHOM ciydae, 3apakeHue
OJTHOTO KOMITbIOTEpA MOXKET MPHUBECTH K IIU(PPOBAHUIO BCEX JOKYMEHTOB Ha BCEX CETEBBIX
nankax.

2. PexoMeHanuu no HACTPOiiKe MApaMeTPOB KOMIbIOTEPA
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2.1. B cocraB onepanuoHHbIx cucteM Windows BXOAHT cy»0a 3aIIUThl CHCTEMBI
Ha BCEX JUCKax, KOTopas co3MaéT pe3epBHbIe KOMKK (aiioB M MANOK BO BpeMs apXUBaIlUU
WIA CO3/aHUS TOYKHA BOCCTAHOBIIEHHUS cUcTeMbl. [lo ymomyanmio sTa cimyxba BKIIOYEHA
TOJIBKO JUISI CHCTEMHOTO pa3zeiia. PekoMeHyeTcst BKIIOYUTH CIYKOY JIJIsl BCEX pa3JiesioB.

3. Yro nenarb, eciau Gpaiiibl 3a1MPpoOBaAHbI

3.1.  Ecnmy Bac ycTaHOBJIEH KaKOW-11M00 aHTUBUPYCHBINA MPOAYKT, TO B HACTPOMKaX
napaMeTpoB ATOTO MPOIYKTa BRIMOIHUTE CIEAYIOIIEE:

- OTKIIOUNTE aBTOMATHYECKOE yNAJICHHWE OOHApYKEHHBIX BPEIOHOCHBIX
0O0BEKTOB;

- VYcranosure neiictBue [lomecTus ¢aiin B KapaHTHH.

[Ipumedanue: peKOMEHAYETCS He yAalnsiTh OOBEKTHl M3 KapaHTHHA, TaK Kak B
HEKOTOPBIX CIy4asiX BpEAOHOCHBIE (Gailiibl MOTYT COJIEPIKATh KIFOUH, KOTOPBIE MOTYT IIOMOYb
npu pactr@poBKe.

3.2.  Ypamute BUpYC.

Ecmu y Bac He yCTaHOBJIEH KakOW-THOO AHTUBUPYCHBIA MPOAYKT, TO TMPOBEIUTE
MOJIHYIO TIPOBEPKY MPHU MTOMOIIU OECIIIATHBIX MPOTPaMM.

3.3.  CospaiiTe Komuu 3amippPOBaHHBIX (HANUITOB.

3.4.  TlompITaliTech BOCCTAHOBUTH (haJIbI:

- Jlnst monb3oBateneir Windows 8;

- Jlns monw3oBatenei Windows 10.

3.5. Bocnonb3yiiTech yTuIuTaMu i aBTOMaTHIeCKo pacimdpoBku (aitnos:

- Yrunura RectorDecryptor;

- Vrunura XoristDecryptor;

- VYrunura RakhniDecryptor.

BHUMAHUE! Ilepen 3anmyckoM yTHIIMT co37aiiTe Komuu (paityios.

4. Cnmcoxk  MecT, TrAe MOIYT HaxoAutbess  (ailabl  nmporpamm-
1 ppoBaNbUIHKOB.

4.1. APPDATA:

. OC Windows:

- Juck:\Documents and Settings\%UserName%\Application Data\

- %USERPROFILE%\Local Settings\Application Data

4.2. TEMP (BpeMeHHBbII KaTauor):


https://support.microsoft.com/ru-ru/help/17128/windows-8-file-history
https://support.microsoft.com/ru-ru/help/17143
https://support.kaspersky.ru/viruses/disinfection/4264
https://support.kaspersky.ru/viruses/disinfection/2911
https://support.kaspersky.ru/viruses/disinfection/10556

4.3.

4.4,
4.5.

9)

4.8.

13

%WINDIR%\Temp

Bpemennsiii katanor Internet Explorer:

OC Windows: %USERPROFILE%\Local Settings\Temporary Internet Files\
Pabouwuii cron: %UserProfile%\Desktop\

Kop3una:

Juck:\Recycler\

Huck:\$Recycle.Bin\

CucTeMHBIN KaTamor

%WinDir%

%SystemRoot%\system32\

Karanor 1o0kyMeHTOB MOJIb30BaTENs
%USERPROFILE%\Mowu nokymMeHTBI\
%USERPROFILE%\Mou noxymentsi\Downloads

Karaior TUTS CKauHMBaHUS daiinos B BeO-Opaysepe:

%USERPROFILE%\Downloads

4.9.

Karanor aBTO3arpy3Ku: %USERPROFILE%\I' naBHOE

merro\[IporpammeI\ABTO3arpy3ka
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