MAOBY «Kyaposckuii JICKB Ned»
MHNPOEKT MOJEJIA YI'PO3

0e3onmacHocTH nepcoHaabHbIX TaHHBbIX B MIIOBY «Kyaposckuii JICKB Ned)

Hata «24» ¢eBpans 2025 r.

B HacrosiemM J0KyMEHTE UCTIONb3YIOTCS CASAYIOMNE TEPMUHBI U KX OMpPeIeICHUS.

ABTOMATH3MPOBAaHHAsI CHCTEMA — CUCTEMA, COCTOSIIIAs U3 IIEPCOHAla U KOMIUIEKCa
CPEICTB  aBTOMAaTU3allMd €ro  JESATENbHOCTH, peaju3yromas HUH()OPMAIMOHHYIO
TEXHOJIOTHIO BBIMIOJHEHUSI YCTAHOBIICHHBIX (PYHKIUH.

AyTeHTH(UKALMS  OTHPABUTEJS]  JaHHBIX —  TOJTBEPXKICHHE  TOrO,
YTO OTIPABUTENH MOJIYYEHHBIX TAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTh NEPCOHAJNBHBIX [JAHHBIX — COCTOSHUE  3alMILEHHOCTH
NEPCOHANBHBIX JIaHHBIX, XapaKTePU3yeMOe CIIOCOOHOCTHIO MOJIb30BaTENEH, TEXHUUECKUX
CpencTB U MHGOOPMAIMOHHBIX TEXHOJOTHMH  o0ecrneyuTh KOHQUIACHIIUATBLHOCTD,
LEJOCTHOCTh W JOCTYHHOCTh MEPCOHANBHBIX JAHHBIX HOpU UX  00paboTke
B MH(POPMAIMOHHBIX CUCTEMAX MMEPCOHANBHBIX JTAHHBIX.

Bbuomerpuyeckne nepcoHaJbHbIE JAHHbIE — CBEICHHS, KOTOPbIE XapaKTePU3YyIOT
¢du3nosoruyeckrue 0COOEHHOCTH YEJIOBEKAa U HA OCHOBE KOTOPBIX MOKHO YCTaHOBUTH €TI0
JUYHOCTh, BKIIOYas ¢oTtorpaduu, OTIEUATKH TMalblleB, 00pa3 CeTYaTKu TJiasa,
OCOOCHHOCTH CTPOEHUS TeJIa U IPYTYIO MOJ00HYI0 HHPOPMAIIHIO.

biokupoBaHue MNepCOHANBHBIX JAHHBIX — BPEMEHHOE TMpeKpaieHue coopa,
CUCTEMAaTH3alliM, HAKOIUICHUS, WCIOIb30BaHUSA, PACIPOCTPAHEHUS, TE€PCOHATIBHBIX
JaHHBIX, B TOM YUCJIE X MEepEeAayu.

Bupyc (KoMIbHOTEpHBIN, IPOrPAMMHBII) — UCIIOJIHAEMBIN IPOrPaMMHBIN KO WA
MHTEPIPETUPYEMBII Habop WHCTPYKIIHH, oOnaaarouui CBOMCTBaMU

HCCAHKIOUOHHUPOBAHHOTO  PACHPOCTpAaHCHHUA KW  CaAMOBOCIIPOU3BCIACHUA. COBI[EIHHBIC



DyOJIMKaThl KOMIIBIOTEPHOTO BUpPYCa HE BCETJla COBIMAIAIOT C OPUTMHAIIOM, HO COXPaHSIOT
CIOCOOHOCTB K JAJIbHEHUIIIEMY PACIIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHnasi mporpamMma — nporpamma, NpeJHa3HauY€HHAs ISl OCYLIECTBJICHUS
HECAHKIIMOHUPOBAHHOTO J0CTyna W (WiM) BO3JCHCTBHUS HAa MEPCOHAJIbHBIC JaHHBIC
WA pecypchbl MHHOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX TaHHBIX.

BcnomoraresibHbIe TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKUE CPENCTBA
U CUCTEMBI, HE MpeAHAa3HAYCHHbIC IS Tepeaur, 00pabOTKU U XpaHEHUS NEPCOHATBHBIX
JAHHBIX, YCTaHABJIMBAE€MbIE COBMECTHO C TEXHHYECKHMH CpPEICTBAMU U CHCTEMAMH,
npelHa3HAaYeHHBIMU JUIsi OO0paOOTKHM TEPCOHANBbHBIX JIAaHHBIX WM B TOMEIICHHSIX,
B KOTOPBIX YCTaHOBJIEHbI HHPOPMALIMOHHBIE CUCTEMbI TEPCOHAIBHBIX TaHHBIX.

JlocTyn B omepauMoHHYI0 cpeay KOMINbHOTepa (MHPOPMALMOHHON CHUCTEMBI
NMEePCOHAIBHBIX JAHHBIX) — MTOJYYEHHE BO3MOKHOCTH 3aITyCKa HA BBIITOJIHEHUE IITATHBIX
KOMaHJl, (DyHKIMI, TpoUeayp OINEpalMOHHOW CHCTEMbl (YHUYTOXKEHUS, KOIHMPOBAHUA,
MepeMENIeHHS U T.I1.), UCTIONHSAEMbIX (ailioB MPUKIIAIHBIX TPOTPAMM.

JHoctyn k wuHGopManmuM — BO3MOXHOCTh TIOJy4YeHHs HHPOpMaLUU U €€
HCIIOJIb30BaHUS.

3ak1aq04HOe YCTPOMCTBO — DJIEMEHT CpEACTBa CheMa HMH(OPMALUU, CKPBITHO
BHEJIPSIEMbII (3aKJIabIBAEMBbII MJIM BHOCUMBIN) B MECTAa BO3MOKHOT'O CheéMa HH(popMaluu
(B TOM uymcle B OrpaxieHue, KOHCTPYKIUIO, 00OpyAOBaHHE, NpPEeaMEThl HHTEpbepa,
TPaHCIIOPTHBIE CPEACTBA, a TaKXKEe B TEXHUYECKHE CPEACTBA U CUCTEMbl 00pabOTKH
uH(popMaIun).

3amumaemass uHdpopmanusa — uHbOpMANMS, SABISIOMAACS — MPEIMETOM
COOCTBEHHOCTH U MOJyIeKalllas 3allUTe B COOTBETCTBUHM C TPEeOOBAaHUSMH IPaBOBBIX
JOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM MH(OpPMALIUU.

NnenTudukanus — mpucBoeHUE CyObEeKTaM U 00BEKTaM JOCTyIa UAeHTHU(UKATOpa
U (WIM) CpaBHEHHE NPEABIBISIEMOr0 HWICHTU(UKATOpA C MEPEYHEM MPUCBOEHHBIX
HJICHTH(PUKATOPOB.

NudopmaTuBHbII CUTHAJ —  DJIEKTPUYECKHWE  CUTHAJIBI, AaKyCTUYECKHE,

QJICKTPOMArduTHBIC U APYTruc (1)I/IBI/IIICCKI/IC IMoJIsA, IO MmapaMceTpaM KOTOPBIX MOIKCET OBITH



packpbiTa KoH(puaAeHIIMaIbHass HHpopMaIus (MepCoHANIbHBIE JaHHbIE) oOpabaThiBaeMast
B MH(POPMAITMOHHOW CHCTEME MTEPCOHATBHBIX TAHHBIX.

Nudopmanuonnass cucreMa  mnepcoHadabHbIX gaHHbix  (UMCIAn) —
uH(pOPMAIIMOHHAS CHCTeMa, MPEJCTaBIAIomAas CoO00W COBOKYIMHOCTh MEPCOHATBHBIX
JaHHBIX, CONEpKAIMXCSs B 0a3e MaHHBIX, a TaKke HWH(GOPMAIMOHHBIX TEXHOJIOTHHA
U TEXHUUYECKHUX CPEJICTB, MO3BOJISIONIUX OCYHIECTBIATH 00pa0OTKY TaKUX MEPCOHATBHBIX
JAHHBIX C HCIOJb30BAHUEM CPEJACTB aBTOMATM3AIlMU WM 0€3 MCIOJIb30BAHUS TaKHX
CPEICTB.

NudopManuoHHble TEXHOJOTHH — MPOIIECCHI, METO/IbI TIOUCKA, cOOpa, XpaHEHUS,
00paboTKH, MPEIOCTABIICHUS, pacipOCTpaHEeHUsI THHOPMAILIUUA U CTIOCOOBI OCYIIECTBICHUS
TaKUX MPOIIECCOB U METOJIOB.

Hcnosab3oBaHue  MepCOHAJBHBIX  JAHHBIX —  JeicTBus  (omepaiuu)
C TIEPCOHATBLHBIMH JTAHHBIMH, COBEPIIIAEMBIC ONIEPATOPOM B IEJISAX MPUHATHS PEIICHUHN W
COBEPILICHUS UHBIX JEUCTBUH, MOPOXKIAIOMIUX IOPUIUIECKUE TTOCIECTBUS B OTHOUICHUHU
CyOBeKTa MePCOHABHBIX JAHHBIX WM JAPYTUX JIUIL JIMOO WHBEIM 00pa30M 3aTparuBaroIIIX
mpaBa ¥ CBOOOIBI CYOBEKTa IEPCOHATBHBIX JAHHBIX WM IPYTUX JIUII.

Hcrounuk yrpo3sl 0Oe3omacHocTH HHPOPMAIMM — CYOBEKT JOCTYIIa,
MaTepHaTbHBIA O0BEKT I (PU3NUECKOE SBICHHE, IBIISIOMNECS TPUINHON BOSHUKHOBCHHSI
yIpo3bl 6€30MacHOCTH MH(OpMAIUH.

Kourpoaupyemasi 30Ha — MpPOCTPAaHCTBO (TEppUTOpHs, 3JaHUE, YACTh 3IaHMUS,
MTOMEIIEHUE), B KOTOPOM MCKIIFOUEHO HEKOHTPOJIMPYyEMOe NMpeObIBaHNE TOCTOPOHHUX JIUII,
a TaK)Ke TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIbHBIX CPEJICTB.

KonpuaeHunaabHOCTh NEPCOHAIBHBIX JAHHBIX — 00s3aTEIbLHOE 1J1 COOJIIOACHUS
OTIEpaTOPOM WM WHBIM TOJYYMBIIUM JOCTYNl K TIEPCOHAIBHBIM JaHHBIM JIUIIOM
TpeboBaHNE HE JIOMYCKaTh MX paclpocCTpaHeHue 0e3 coriiacus CyObeKTa MepCOHATBHBIX
JTAHHBIX WIM HAJTMYUS WHOTO 3aKOHHOTO OCHOBAHMS.

Me:xceTeBoil JIKpaH — JOKadbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIb-
HOpacHpeAesieHHOE MPOrpaMMHOE (MIPOrpaMMHO-aNNapaTHOE) CPEACTBO (KOMILIEKC),
peanu3syroniee KOHTPOJIb 3a HHpopMaluen, nocrynaoiei B MHQOpMaMOHHYI0 CUCTEMY

MEPCOHANIBHBIX TAHHBIX W (WJIM) BBIXOJAMIEH U3 NH(DOPMAITMOHHON CHCTEMBL.
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Hapymmurens 0e30acHOCTM NePCOHAIBHBIX JAHHBIX — (U3MYECKOE JIUIIO,
CIIy4ailHO MJIM MPEAHAMEPEHHO COBEPIIAIOLIEE NCUCTBUS, CIEACTBUEM KOTOPBIX SIBISETCS
HapylieHne 0e30MacCHOCTH TEPCOHAIBHBIX MaHHBIX MPU UX 00padOTKE TEXHUYECKUMU
cpelncTBamMu B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX TAHHBIX.

HeaBromaTu3upoBanHasi 00padoTka NePCOHAJIBHBIX JAaHHBIX — o00paboTka
NEPCOHANBHBIX JIaHHBIX, COJEPXKAIIUXCS B MHGOPMAIIMOHHOW CHUCTEME MEepCOHAJIbHBIX
JaHHBIX JMOO M3BIEYEHHBIX M3 TaKOW CHUCTEMBI, CUYUTAETCA OCYIIECTBICHHOM
0€3 UCTOJIb30BAaHUS CPEICTB aBTOMATH3aIlMK (HEaBTOMATHU3WPOBAHHOM), €CIU TaKue
NEUCTBUSL C  TEPCOHAIBbHBIMH  JAHHBIMH, KAaK  HMCIOJIb30BAHUE, YTOYHEHUE,
pacrpocTpaHeHHue, YHUYTOXXKCHUE TMEPCOHAIBHBIX JaHHBIX B OTHOIICHHH KaXKJI0TrO
13 CyOBEKTOB MEPCOHAIBHBIX JIAHHBIX, OCYILIECTBIISIOTCS IPU HEMOCPEACTBEHHOM Y4acCTUU
YeJI0BEKa.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOKHOCTH CPEJICTB
BBIYMCIIUTEIbHON TEXHHKW, HE ONMUCAHHBIE WA HE COOTBETCTBYIOIIWE OMHCAHHBIM
B JIOKYMEHTAIIUU, Mpd  WCHOJIb30BAHUM  KOTOPHIX  BO3MOKHO HapyIIeHue
KOH(UIECHIIUATIBHOCTH, TOCTYITHOCTH WJIM IIEJIOCTHOCTH 00padbaThiBaeMOM HH(POPMAIUH.

HecaHKIIMOHUPOBaHHBIN 10CTYNl (HECAHKIIMOHUPOBAHHBIE IeiCTBHUA) — JOCTYII
K uHpOpMAIUU WU JEUCTBUSA ¢ WH(OpMalMell, HapylIalue npaBuwia pa3rpaHudeHus
J0CTyIa C UCIOJIb30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABISIEMBIX WH()OPMAITMOHHBIMU
CUCTEMaMU NIEPCOHAIbHBIX TAHHBIX.

Hocurear undgopmanuu — Gu3nyeckoe JHUIO0 UM MATEPUAIbHBIM OOBEKT, B TOM
gyucie (uznyeckoe moisie, B KOTOPOM HWH(OpMaIus HaXOIUT CBOE OTPAKEHUE B BUJIC
CHUMBOJIOB, 00pa30oB, CUTHAJIOB, TEXHUYECKUX PEIICHUN U MPOIECCOB, KOJIMYECTBEHHBIX
XapaKTePUCTUK (DU3NYECKUX BEITUYHUH.

O0e3MuYnBaHue NMEPCOHAJBHBIX JAHHBIX — JEHUCTBUS, B PE3YyJbTAaTe KOTOPBIX
HEBO3MOXHO ONPEACIUTh MPUHAIIEKHOCTh TMEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHAIIBHBIX JTAHHBIX.

O0pabdoTka nmepcoHAJBLHBIX JAHHBIX — JCHCTBHS (ONEpaluu) ¢ NEPCOHAITbHBIMU

JaHHBIMH, BKJIIOYasd C60p, CUCTCMATU3alINI0, HAKOIUICHUEC, XPAaHCHHC, YTOYHCHHC



(oOHOBIIEHME, U3MEHEHHE), UCIIOIb30BaHUE, pacpoCcTpaHeHue (B TOM 4uclie Tepeaady),
00e3/IMunBaHNe, OJOKUPOBAHNUE, YHUUTOXKEHUE NIEPCOHATIBHBIX JaHHBIX.

OO0menocTynHble MEepCOHAJbHbIE JaHHbIe — TEPCOHANBHBIC JAaHHBIC, TOCTYM
HEOTPAaHUYEHHOTO0 Kpyra JUIl K KOTOPBIM TMPEJOCTABIEH C COTjacusi CyObekTa
MEPCOHANBHBIX JaHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (peepalibHbIMH 3aKOHAMU
HE pacnpocTpaHseTcs TpeboBaHuEe COOIOICHUS KOH(PHUICHIIMATILHOCTH.

OnepaTop (MepcoOHAIBHBIX JAHHBIX) — I'OCY/IapCTBEHHBIN OpraH, MyHUIIUIIATbHBIHI
OpraH, IOpUINYECKOe WIH (PU3NYECKOE JIUI0, OPTaHU3YIOIIee U (UIU) OCYIIECTBISIONIee
00pabOTKy MEepCOHAIBbHBIX JAHHBIX, a TaKXe OINpEeNesaIolue eI U COJep:KaHHe
00pabOTKH MEPCOHAIBHBIX JAHHBIX.

TexHuyeckue cpecTBa HHPOPMANMOHHON CUCTEMBI NMEPCOHAIBHBIX JAHHBIX —
CpelICTBa BBIUMCIUTEIBHOW TEXHUKH, HH(POPMAIMOHHO-BBIUYMCIUTENbHBIE KOMILIEKCHI
U CEeTH, CPEACTBA U CUCTEMBI Nepenayuu, npruema u 0opadotku I1J[H (cpeacTBa u cucTeMbl
3BYKO3aIlMCH, 3BYKOYCUJICHUS, 3BYKOBOCIIPOU3BEICHM S, IEPETOBOPHBIE U TEIEBU3NOHHbBIE
YCTPOMCTBA, CPEACTBA U3TOTOBJICHHUS, TAPAKUPOBAHUS TOKYMEHTOB U IPYTUE TEXHUUECKUE
cpeacTtBa 00paOOTKM  peyeBOM, rpaduyeckoil, BHUIEO- ©W  OyKBEHHO-IU(PpPOBOU
uH(pOpMalun), MPOrpaMMHBIE CPEACTBa (ONEPALUOHHBIE CUCTEMBI, CUCTEMBI YIIPaBICHHUS
0azamMu  JaHHBIX HW  T.I.), CpPEACTBA 3alIUTHl HHPOpPMAIUH, MPUMEHSIEMbIE
B MH(POPMAITMOHHBIX CUCTEMAX.

IlepexBar (uHpopmaumu) — HEOPAaBOMEPHOE TOJNy4YeHHE HWHGOPMAIMH C
UCIIOJIb30BAHUEM TEXHUYECKOTO CpPEJCTBA, OCYLIECTBISIOIIETO OOHApYyXEHUe, MNpHUeM
1 00paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHbIe JaHHbIE — JI00as MH(OpPMAIUs, OTHOCAILIAACS K ONPEACICHHOMY
WM ONpeNessieMOMYy Ha OCHOBAaHMHU Takoll MH(opmanuu guznyeckoMy Juny (CyObekTy
NEPCOHANBHBIX JaHHBIX), B TOM YHCIIE ero ¢paMuins, uMs, OTYECTBO, TOJ, MECSI, JlaTa U
MECTO POXIEHUsS, aJpec, CeMeilHOoe, COLUMaIbHOE, HWMYIIECTBEHHOE IOJIOXKEHHE,
oOpazoBanue, mpodeccusi, 10X0bl, Apyras HHbOpMAIHS.

Io0o4HbIe 3JIEKTPOMATHUTHBIE H3JIyYeHHUS] H HABOJAKH — D3JECKTPOMArHUTHBIC
M3IIyYeHHS] TEXHUYECKHUX CPENCTB 00paOOTKU 3allUIaeMoil HHPOPMALIMK, BOSHUKAIOIIUE

KaK M0OOYHOE SIBJICHHE W BBI3BAHHBIE QJICKTPUYCCKHMMHA CHUTHAJIAMHU, HeﬁCTBYIOIHHMH B HUX



ANEKTPUYECKUX U MATHUTHBIX LEMSX, 4 TAKKE SJIEKTPOMAarHUTHBIE HABOJIKU ATUX CUTHAJIOB
Ha TOKOMPOBOJSIINE JTUHUU, KOHCTPYKIIUU U LENH MUTaHUS.

IonuTHKa «YHUCTOrO CTOJA» — KOMIUIEKC OPraHU3alMOHHBIX MEPONPUSTUN,
KOHTPOJUPYIOIIUX OTCYTCTBHE 3allUChIBAaHUS Ha OYMa)KHbIE HOCUTENIM KIIOYEH U
aTpuOyTOB MOCTyMa (MapoJiel) U XpaHEeHUs UX BOJM3U OOBEKTOB JOCTYIIA.

I[Moab30oBaTeJb MHPOPMALNMOHHONM CUCTEMbI MEPCOHAJNBHBLIX AAHHBIX — JIUIIO,
ydacTBylolee B GQyHKIHMOHUPOBAHUU MHGOPMAIIMOHHON CUCTEMbI IEPCOHATBHBIX JaHHBIX
WJIM MICTIOJB3YIOIIEE PE3YNIbTAThl €€ (DYHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHu4eHnsi AOCTYNA — COBOKYITHOCTb MPaBUJI, PETIaMEHTHUPYIOIINX
npasa J0cTyna CyObeKTOB JOCTyIa K 00bEKTaM JOCTyIa.

IIporpammuasi 3akjiagka — KOJI IporpaMMbl, IpPEIHAMEPEHHO BHECCHHBINM B
nporpaMmy C LEJIbI0 OCYIIECTBUTh YTEUKY, H3MEHHUTh, OJIOKHMPOBATH, YHUYTOKUTH
HHPOpMAIMI0O WIM YHUYTOXKHUTH U MOAU(PUIUPOBATH IPOTpaMMHOE OO€CTeUeHUE
MH()OPMAITMOHHONW CHUCTEMbI TIEPCOHAIBHBIX JAaHHBIX U (WJIM) OJIOKUPOBAThH allapaTHbIC
CpeJlCTBA.

IIporpammHoe (mporpamMMHO-MaTeMaTHYEeCKOE) BO3/1eliCTBHE —
HECaHKIIMOHUPOBAHHOE BO3/IEHCTBHE HA PECYPCHl aBTOMATU3UPOBAHHOM MH(OPMAIITMOHHON
CUCTEMBI, OCYIIIECTBISIEMOE C UCIOIb30BaHUEM BPEIOHOCHBIX MPOrPaMM.

PackpbiTHe NepCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WIH CIy4YalHOE HapyIICHUE
KOH(DHICHIIMATIEHOCTH TIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue mnepCcOHAJbHBIX [JAHHBIX — JICWCTBUS, HaIpaBJICHHbIC Ha
nepeaady NepPCOHANBHBIX JIAHHBIX ONMPEACIICHHOMY Kpyry JHIl (mepeaada mepcoHaaIbHbIX
JTAHHBIX ) UM Ha 03HAKOMJIEHUE C TIEPCOHATBHBIMU TAHHBIMU HEOTPAHUYEHHOTO KpyTa JIUII,
B TOM 4YHCJIe€ 00OHAPOJOBAHKE MEPCOHATIBHBIX IAHHBIX B CPEICTBAX MAaCCOBOM MH(pOPMAIIUH,
pa3MeleHre B UH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETSIX WM MPEIOCTABICHHE
JOCTYTIa K TIePCOHATBHBIM JaHHBIM KaKUM-JIMOO UHBIM CITIOCOOOM.

Pecypc uH(pOpMAaUMOHHOW CHCTEMbI — HMMEHOBAHHBIA 3JIEMEHT CHUCTEMHOIO,
MPUKIAAHOTO WM afmapaTHOro oOecredeHuss (YHKIMOHUPOBAHUS WH(OPMAITMOHHON

CHCTCMBEI.



CneunmnanbHble KATErOPpUMU NEPCOHAJBHBIX JAHHBIX — IEPCOHAJBHBIC JAHHBIE,
KAaCcaroUIMecsl pacoBOi, HAMOHAIbHOW NPHHAMJIEHKHOCTH, HOJUTUYECKUX B3IJISIOB,
PEJIUTHO3HBIX WIH PUIOCO(PCKUX YOSKIECHUM, COCTOSIHHS 30POBbS U MHTUMHON KU3HU
CyOBeKTa MepCOHANbHBIX JAHHBIX.

CpeacrBa BBIYHCJIUTEIbHONM TEXHUKH — COBOKYIHOCTb NPOTrPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpabOTKH JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITENIbHO UJIM B COCTABE IPYTUX CHCTEM.

Cy0obexkT pnoctynma (cy0beKT) — JMII0O WIM TPOLECC, IEUCTBUS KOTOPOTO
pErIaMEHTUPYIOTCS PABUIIAMU Pa3TPAHUYCHHUS JOCTYIIA.

TexHuyeckuil KaHaJ YTeYKHM MHMOpPMALUM — COBOKYIHOCTH HOCHUTENS
uHpopmaruu  (cpeactBa  00paOOTkH),  (U3MYECKOM  CpeAbl  paclpoCTpaHEHUs
MH(OPMATUBHOTO CUTHAJA U CPEJICTB, KOTOPBIMU AOOBIBAETCS 3aluilaeMas HH(POpMaLus.

TpancrpanuyHasi nepeaaya NepCcoHAJbHBIX JaHHBIX — Mepeaavya MepcoHAIbHbBIX
JaHHBIX oreparopoM depe3 ['ocynapcTBeHHyro rpanuny Poccuiickoit denepanuu oprany
BJIJACTU MHOCTPAHHOTO TOCYAAapCTBa, (DU3UUYECKOMY WU IOPUAUYECKOMY  JIMILY
MHOCTPAaHHOI'0 TOCYJapCTBa.

Yrpo3bl 0€30maCHOCTH NEPCOHAJBHBIX JAAHHBIX — COBOKYIIHOCTH YCIOBUH U
(aKkTOpOB, CO3JAIOIIMX OMACHOCTh HECAHKIIMOHWPOBAHHOIO, B TOM YHCIE CIy4ailHOro,
J0CTyIa K MEPCOHAJIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOIO MOKET CTaTh YHUUYTOKEHHE,
U3MEHEHHue, OJOKMpOBaHUE, KOMHMPOBAHUE, PACIIPOCTPAHEHHUE NEPCOHANbHBIX JaHHbBIX, a
TaK)K€ MHBIX HECAaHKIIMOHHWPOBAHHBIX JEUCTBUI NMpU MX 00paboTKe B MH(DOPMAIMOHHOU
CUCTEME NIEPCOHAIIBHBIX JaHHBIX.

YHUYTOKEHHE NEePCOHAJBHBIX JAHHBIX — JCHCTBUSA, B pE3yJbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTBH COJEp’KaHHE MEPCOHAIBHBIX JAaHHBIX B WH()OpPMALMOHHON
CUCTEME TNIEPCOHAJIBHBIX [JAHHBIX WM B PE3YJbTaT€ KOTOPBIX YHHUUYTOXKAKOTCA
MaTepuaibHble HOCUTENIN MEPCOHAIBHBIX TaHHBIX.

Yreuka (GamuumaemMod) uHGPOpPMALMH 1O TEXHHYECKHM KaHaJaM —
HEKOHTPOJIMPYEMOE pacHpocTpaHeHue MH(OpMaMU OT HOCHUTENS 3aIluiaeMoil nHpop-
Malliy yepe3 PU3NYECKy o Cpely 10 TEXHUYECKOTO CPEJCTBA, OCYIECTBRISIONIETO IEPeXBat

uHdopMaIuu.



Ys3BumocThb — ci1abocThb B CpCeaAcCTBax 3allMUThbl, KOTOPYIO MOXHO MCITIOJb30BaTh IJIA

HaAPYIICHUS CUCTEMBI WIIH COJIepKalleics B Hell nHdopmanuu.

NN

HesocTHOCTh MHPOPMAIUU — CTTIOCOOHOCTh CPEACTBA BBIYUCIUTEIHHON TEXHUKU

aBTOMaTH3Hp0BaHHOﬁ CHCTEeMBbI oOecrieunBaTh HEU3MEHHOCTH

uHopManu

B YCIIOBUSIX CIYy4ailHOTO W/WJIM MPEAHAMEPEHHOTO NCKAKEHUS (pa3pyIIeHus).

O003Ha4YeHHs U COKpALICHUS

ABC — aHTHBHUpPYCHBIE CPEACTBA

APM — aBTOMaTH3HpOBaHHOE padovee MECTO

BTCC — BcrioMoraTenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCIIIx — nadopMaliMOHHAs CUCTEMA MEPCOHANIbHBIX TaHHBIX
K3 — koHTponupyemas 30Ha

JIBC — nokanbpHasi BBIYUCIUTENIbHAS CETh

MDD — MeKCETEBOM IKpaH

HCJ/I — HecaHKIIMOHMPOBAHHBIN 1O0CTYI

OC — onepauroHHasi CHCTEMA

[1/IH — mepcoHanpHbIC TaHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3ACUCTBUE

[1O — mporpamMmmHoe o0ecreueHue

[IOMUH — no6oyHbI€ 3JEKTPOMArHUTHBIE U3TYyYEHUS U HABOJKU
CA3 — cucremMa aHanM3a 3alIAIIEHHOCTH

C3U — cpenctBa 3amuThl HH(QOPMALIUU

C3I1Jn — cucrema (moacuctTema) 3aluThl IEPCOHAIBHBIX JAHHBIX
COB - cucrtema oOHapy>KeHHUs BTOPKEHUI

TKY U — TexHuueckue KaHajabl yTeUKH HHHOPMAIHH

YBII/Ia — yrpo3sl 6€301acHOCTH MEPCOHATBHBIX TAHHBIX



BBenenue

Mogens yrpo3 0e30macHOCTH NEPCOHANBHBIX NaHHBIX (Aanee — Mojenb) npu ux
oopabotke B UCITJn MIOBY «Kynposckuit JICKB Nedy crpoutcss Ha OCHOBaHUU
CJIEIYIOIIUX TOKYMEHTOB:

— @OenepanbHblii  3ak0H  oT  27.07.2006 Ne 149-®3 «0O6 wunHpopmanuwy,
MH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aluTe HHGOPMAIUNY;

— @enepanbhbiil 3aK0H 0T 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX»;

— TpebGoBanusi K 3alMTe TNEPCOHANBHBIX JaHHBIX TMpU HX 00paboTke
B MH(POPMAIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAaHHBIX, yTBEpKAeHHbIe [locTaHOBIEHHEM
[IpaBurenscTBa Poccutickoit @enepammu ot 01.11.2012 No 1119;

— [Ipukaz ®CTOK Poccuu ot 18.02.2013 Ne 21 «O06 yrBepxknenun CoctaBa
U COZIEp>KaHUSI OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp MO 00ecrneueHuro 0e30MacHOCTH
MIEPCOHANILHBIX JIAHHBIX TIPU UX 00pab0TKe B MH(MOOPMAIITMOHHBIX CUCTEMAaX MEPCOHAIbHBIX
JAHHBIXY,

B monenu yrpo3 npencrasieHo onucanue ctpyktypsl UCII/IH, cocTaBa u pexxuma
oOpabotku II/IH, knaccudukanus MOTEHUUATBHBIX HApPYIIUTENEH, OLIEHKAa HCXOJHOIO
YPOBHSI 3alUIIIEHHOCTH, aHAIU3 YIP0o3 0€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX.

Mopens yrpo3 ABIS€TCA METOOUYECKHM JIOKYMEHTOM M IIpeJHa3HavyeHa
JUISL JOJDKHOCTHBIX UM OTBETCTBEHHBIX JIMI[ ONepaTopa TMEpPCOHAIbHBIX JIaHHBIX,
agmuauctparopos MCII/IH, pazpadotunkoB UCIIJ/IH u ux noacucrem.

Ananu3 YBII/{H BKItO4aeT:

— Onucanue yrpos.

— O1eHKy BEpOSITHOCTH BOZHUKHOBEHUS YTPO3.

— OueHky peanu3yeMOoCTH YyIpo3.

— OneHKy OMacHOCTH yIrpo3.

— Onpenenenne akTyaaIbHOCTH YTPO3.

B 3aksmroueHnu JaHbl pEKOMEHIAIMH 110 MEpaM 3aIlUThI JIJ11 YMEHBIIICHUS OMTAaCHOCTH

AKTYyaJIbHBIX YIPO3.
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1. Onucanne UCILInH
W CII/Ix mo3BOISET OCYIIECTBIIATH COOP, XpaHEHHE, UCTIOIb30BAHUE U YHUUTOKECHHUE
NEPCOHANBHBIX  JAHHBIX, COJACPXKAUIMX HH(POPMAIUIO, TO3BOJSIONIYI0 MOJYyYUTh

JOITOJIHUTCIIBHYTO I/IH(bOpMaHI/II-O 0 CY6’I)€KT€ IICPCOHAJIBHBIX TaHHbIX.

1.1 Coctan 11O UCIIAn

Hnsa  pmamnort MCIIIlH B 1menom HeoOXoauMo  oO€CHEUHUTh  CISAYIOIIUE
XapaKTEPUCTHKHU Oe30macHOCTH WHGOPMAINN — KOHPUACHITMAITBHOCTD, IIEJI0CTHOCTD.

KonduaenunanbHocts uHGpopMamum — 0053aTEIBHOE JIJIS BBITTOJIHEHUS JIUILIOM,
MOJYYUBIIUM JOCTYI K onpeAeiéHHOoN nHdopMannu, TpeOOBaHUE HE TepeaBaTh TaKylo
MH(}OpMaIUIO TPETHUM JIHLIaM 0€e3 coryacus e€ o0anares.

esocTHOCTH MH(pOPMAIUM — CITIOCOOHOCTH CPEACTBA BBIYHCIUTEIHPHON TEXHUKH
WY MHPOPMAIIMOHHOM CHUCTEMBbl 00€CIIEYMBAaTh HEM3MEHHOCTh MH(POpPMAIIUU B YCIOBHUIX

CquaﬁHOFO /U IMpcaAHaMCPCHHOI'O BO3ﬂ€ﬁCTBHH.

2. Iloaib30BaTe 1M

B MJOBY «Kynposckuit JICKB Nody 00paboTka MEpCOHAIBHBIX JTaHHBIX
OCYILIECTBIISIETCS B MHOTOIOJIb30BAaTEILCKOM PEXKUME C pa3TpaHUUYCHUEM TPaB JOCTYIIA.

Pexxum 00paboTKH TpeaycMaTpuBaeT CIEAYIONINE JEHUCTBUS C MEPCOHATBHBIMU
JTaHHBIMH: COOp, CHCTEeMaTH3allii0, HAKOIJIEHHE, XpaHeHHe, yTouyHeHue (OOHOBIICHHUE,
W3MEHEHHE ), UCTIONIb30BaHKE, paclpocTpaHeHue (B TOM YHCIIe nepenaydy), o0e3IMunuBaHue,
0JIOKMpOBaHUE, YHUUTOXKCHHE TEPCOHATBHBIX TAHHBIX.

Bce nonw3zoBarenu MCIIH umeroT coOctBeHHbIe posid. CNHMCOK THUIOBBIX pPOJEH

MPECTaBIICH B BUJIE MAaTPUIIbl JOCTyMa B Tabsuile 1.
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Ta6muma 1. Matpuna nocryna

I'pynna Yposens gocryna k I1/1n Paspeniennble qeNCTBUS
AnMuHHUCTpATOP Ob6nanaer monHOW WHpOpPMAIUEH O CHCTEMHOM | cOOp
HCIIn Y IPUKJIATHOM  IPOrpaMMHOM  00OECIIEUEeHUH | CUCTEMaTU3AIMS
NCIIdn. HAKOIUJIEHUE
O6nanaer moaHOM MHGOPMAIUEH O TEXHHYECKUX | XpaHEHHE
cpenctBax u koHpuryparuu UCIT/IH. YTOYHEHHE
HmeeT gocTyn KO BCeM TEXHUYECKUM CPEJCTBAM | UCIOJIb30BAHUE
00paboTku nHpopmaruu u nanaeiM UCIT/IH. YHUYTOXEHUE
Ob6nanaer npaBamMu KOH(UTYpHUPOBaHUS
Y aJIMUHUCTPATUBHON HACTPOMKHA TEXHUYECKUX
cpencts UCIT I
AnmuHHUCTpaTOp Ob6nanaer npaBamu aamunuctparopa UCII/H. coop
0€e30I1aCHOCTH O6nanaer nonHoi nadopmanueit 06 UCIT/IH. cUCTEMAaTH3alHA
Nmeer goctym K cpeacTBamM  3allUThl | HAKOIUJICHUE
uH(pOpMallMd U TPOTOKOJIMPOBAHUS M K YaCTH | XpaHEHHE
KJroueBbIX yieMeHToB MCIT/H. YTOYHEHUE
He umeer mpaB gocTyna K KOHGUTYPUPOBAHUIO | UCIIOJIb30BAHUE
TEXHUYECKUX CPEJICTB CETH 3a HCKIIOUYCHHEM | YHUUTOXKCHHUE
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX)
Omnepatop UCITdn OO0samaer BceMH HEOOXOAMMBIMHU aTpuOyTaMu | cOOp
Y IIpaBaMu, 00ECIEUYHUBAIOIIUMHU JOCTYIl KO BCEM | CUCTEMAaTH3AIUs
[1/H. HAKOIUICHUE
XpaHeHue
yTOYHEHHUE
UCIIOJIb30BaHUE
YHUYTOXEHUE
UCIIOJIb30BaHUE

[IpenocraBnenne wunm mnpekpamenne aoctyna k HMCIIH ocymecTtBisieTrcss B

COOTBCTCTBHUH C IIPHUKA30M O HA3HAYCHHNH Ha JOJIZKHOCTDb WUJIHN ITPHUKA30M 00 YBOJIbHCHHH.

3. Tun UCIIIn
Tabnuua 2. [Tapamerpsr UCITIu

3aaHHBIE XapaKTepUCTUKU 6e3onacHocty | TumnoBas HHGOpPMaAILIMOHHAs CUCTEMA
NEPCOHAIBHBIX JaHHBIX

CtpykTypa HHPOPMAIIMOHHON CUCTEMBI
[TogxaroueHne WHGPOPMALMOHHON CHUCTEMBI K
ceTsiM OOIIero MoJb30BaHUS U (WIH) CeTSIM
MEXYHAPOJAHOT0 HH(OPMAIIMOHHOTO OOMEHa

Pexum 00paboTKM epCOHaIbHBIX TaHHBIX

JloxanpHas nHoOpMaIMoHHas cucTeMa
Nwmeercs

MHorormons30BaTelIbCcKas CHCTEMa

Pexum pasrpaHuyeHus npaB nocryna | C pa3rpaHMu4eHHEM JIOCTyIa
OJIL30BaTeNe
MecToHaxoXaeHue TEXHUYECKUX cpenctB | Bece TexHuueckue cpeicTBa HaXOATCA B IPEesIax

MH(GOPMallMOHHON CHCTEMBbI Poccuiickoit @enepanyn
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JononuurensHas nHpopManus K nmnepcoHanbHBIM  JaHHBIM  IPEIBABISAETCS
TpeOOBaHUE IEJIOCTHOCTH U (WJIN) JOCTYITHOCTH

JINC II Tuna — nokanpHasg WHGOPMAIIMOHHAS CUCTEMa, UMEIOIasl TOKIIOYEHHUE K
CETSIM CBSI3M OOIIETO IMOJIh30BaHUS U (WJIH) CETSIM MEXKIyHApOIHOTO WH(OPMAITMOHHOTO

oOMeHa I/IH(l)OpMaHI/IOHHBIC CUCTCMBI, C pasrpaHUYCHUCM IIpaB JOCTYIIA.

4. Ucxoaunblii ypoBenb 3amumenHocTu UCIIn

[Togq oOmmMM YypOBHEM 3alUIIIEHHOCTH TMOHUMAaeTcsl OOOOIIEHHBIA ITOKa3aTeb,
3aBUCSIINIA OT TEXHUUECKUX U IKCIuTyaTaroHHbIX xapakrepuctiuk UCITIH (Y1).

B Tabnuie 3 mpecraBieHbl XapaKTEPUCTUKU YPOBHS UCXOTHOM 3aIUIIEHHOCTH JIsI
NCITIa MIOBY «Kyaposckuii [JCKB Nedy.

Tabnuna 3. VMicxonHbIi ypOBEHb 3alUIIIEHHOCTH

[To3nums TexHu4ecKue U KCITyaTallHOHHBIE XapaKTePUCTUKHU YpoBeHb
3aLUIICHHOCTH

1 [To TeppuTopranbHOMY pa3MEIICHUIO Bricokuit

2 [To HanMMuMIO COEAMHEHNUS C CETAMU OOILIEro MOJIb30BaHUS Cpennuii

3 ITo BcTpoeHHBIM (JIerajabHbIM) ONepalysIM ¢ 3anucsiMu 0a3 T o—
IIEPCOHAJIBHBIX JTAHHBIX

4 I1o pasrpaHUYEHHUIO TOCTYIIA K IIEPCOHATIBHBIM JaHHBIM Cpennnii
ITo nHanuuuio coenuHeHnit ¢ apyrumu 6azamu I1/1H nHBIX .

5 Bricokuii
NCII

6 ITo ypoBHto (o0e3nmmumBanus) [1/10 Huzkuit
ITo o6bemy I1J1H, KOTOpBIE IPENOCTABISAIOTCS CTOPOHHUM .

7 y I, P ped P Bricokuii

nonb3oBarensim UCII/IH 6e3 npeaBapuTeabHON 00paboTKH

OnpeneneHue NCXOAHOW CTENEHU 3AIUIIEHHOCTH:

1. UCIT/IH nmMeeT BBICOKHAM YPOBEHBb UCXOIHOM 3aIUILIEHHOCTH, €ciu He MeHee 70 %
XapaKTEPUCTUK COOTBETCTBYIOT YPOBHIO «BBICOKHUID;

2. HWCIIIn wumMeer cpeaHMl ypOBEHb MCXOJAHOW 3aIUUIEHHOCTH, €CJH
HE BBINOJHAIOTCA ycJIoBHUs 1O MyHKTY | u He meHee 70 % xapakrtepuctuk WMCIIIn
COOTBETCTBYIOT YPOBHIO HE HUXKE «CPEAHUN»;

3. HMCII[JH wuMeeT HHU3KYK0 CTENEHb HCXOJHOW 3allUIIEHHOCTH, €CIU

HE BBINIOJIHAIOTCS YCJIOBUS IO MyHKTaM 1 u 2.
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Ta0muna 4
3HaUYeHUE XapaKTePUCTUKHI . [IpoueHT 3HaUeHHI HE HUKE
Ne i/ KonmnuectBo 3HaueHmM
(YpOBEHB 3aIIUIIIEHHOCTH) JTAHHOTO YPOBHS
1 Bricokuii 3 42%
2 Cpennuii 2 29%
3 Huskuit 2 29%

B cooTBeTcTBHU C ITOJIYYCHHBIMU JAaHHBIMU YCTAHABJIINBACTCA cpezmnﬁ norasarteJib

HCXOHOM 3aIUIIIEHHOCTH, 3HaueHue kodpdunnerTa Y1=5.

5. BeposiTHOCTB peajim3anyu yrpo3 0€30macHOCTH

5.1 Knaccudukauus yrpo3 0e30acHoOCTH

[lepeuenb yrpos, ysS3BUMOCTEM M TEXHUYECKHX KaHAJIOB YTEUKH HWH(OpMaIu
chOopMHpPOBaH B COOTBETCTBUM C TPEOOBAHUSAMHU PYKOBOASAMIMX J0kyMeHTOB DPCTOK
Poccun.

Cocras u conepxanue YBI1JIH onpenensieTcs COBOKYMTHOCTBIO YCIOBUH U (haKTOPOB,
CO3/IAI0IINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4ailHOro, foctymna k [1/1xn
obpabatbiBaembiM B UCII/IH.

UCTIIn VYupexaeHus: MpeacTaBisieT coO00M COBOKYMHOCTh MH(POPMAIIMOHHBIX U
MpOTpaMMHO-aNNapaTHbIX AJEMEHTOB U UX OCOOEHHOCTEH Kak OOBEKTOB OOECICUCHUS
oe3omacHoctr. OcHOBHBIMU diemeHTamu MCIT/IH sBisroTCS:

- IepcoHaIbHBIC TaHHbIe, oOpadaTeiBaeMble B UCII/IH;

- “H(OPMAIIMOHHBIE TEXHOJIOTUH, KaK COBOKYITHOCTh IPUEMOB, CHOCOOOB U METO/IOB
MPUMEHEHUS CPEICTB BBIYUCIUTENBHON TEXHUKHU TTpU o0padoTke [1/1H;

- texuudeckue cpenacrsa MCII/H, ocymectBisitomue obpadotky IIJIH (cpenctra
BbrurciuTenbHOi TexHuku (CBT), nHpopMaliMOHHO-BBIYUCIUTENBHBIE KOMIUJIEKCHI U CETH,
CpelCTBa U CUCTEMBI Tiepeiauu, npuema u oopadorku [1/1H;

- IpOorpaMMHBIE CpeJICTBA (OMEepaIllMOHHBIE CUCTEMbI, CUCTEMBI YIIPaBJICHUS OazaMu
JAHHBIX U T.11.);

- cpenctia 3ammthl nHGopmaruu (C3U), Brrouas CK3U;

- BCIIOMOTaTeIbHbIE TEXHUYECKHE CPEJICTBA U CUCTEMBI (TEXHUYECKUE CPEICTBA U

CUCTEMBbI, WX KOMMYHUKAIMHM, HE TMpeaHa3HaueHHble it o6paborku [IJIH, HO
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pa3MENIEHHbIE B TOMENIEHUAX, B KOTOPbIX pacnosioxkenbl MCII/IH, Takue kak cpeacTBa
BBIYMCIIUTEIbHON TEXHUKHU, CPEACTBA U CUCTEMBI OXPAHHOW M MOKAPHON CUTHAIM3ALIMIH,
CpelICTBa U CHUCTEMbl KOHAMIIMOHUPOBAHUS, CPEACTBA SJEKTPOHHOW OPIrTEXHUKU W T.II.)
(manee - BTCC);

- nokyMeHTtauus Ha CK3U u Ha Texundeckue u nporpaMMmubie KomrnoHeHTsl UCIT/H;

- KJTIIoueBasi, ayTeHTU(UUMpPYIOIIas U napojibHas HHhopMaIus;

- IOMEUIEHHUS, B KOTOPBIX HAXOIATCS 3aIIUIIAEMbIE PECYPCHI.

Bo3moxHoctn ucTtouyHUKOB YBII/IH 00yClOBIIEHBI COBOKYHMHOCTBEO METOJOB H
CIIOCOOOB HECAHKIIMOHWPOBAHHOTO M (MiM) ciydaitHoro noctyna k I1JIH, B pe3ynbpTaTe
KOTOPOTI'0 BO3MOXHO HapylleHHWe KOH(UIECHIMAILHOCTH (KONMMPOBAaHUE, HEPABOMEPHOE
pacrpocTpaHeHue), IEJIOCTHOCTU (YHUYTOXKEHHE, HW3MEHEHHE) U  JIOCTYIHOCTHU
(6moxupoBanue) [1/1H.

VYrpoza OeszomacHoctu II/[H peanmusyercss B pesynbTaTe 0Opa30BaHHUsSI KaHaja
peanuzanuu YBIIJIH Mexy HICTOYHUKOM yrpo3bl U HocuTeaeM (uctouHukoMm) I1/IH, uTo
co3JaeT  HeoOXoAMMble  yCIOBMS  Juisl  HapyweHus  Oe3omacHoctu  [IJIH
(HECaHKIMOHUPOBAHHBINA UJIU CIIyHYaiHBIA JOCTYII).

OcCHOBHBIMHM 3JIEMEHTaMU KaHana peann3auuu Y bII/IH aBistorcs:

- uctouHuk YBII/H — cyOBekT, MaTepuaibHblii 0OBEKT WM (U3HUECKOE SIBJICHHE,
cozparomue Y bIT/IH;

- cpena (myTh) pacnpoctpanenus [1/IH unm BO3aeHCTBUN, B KOTOPOM (hHU3UYECKOE
II0JI€, CUTHAJI, TaHHBIE WM MPOrPAMMBI MOTYT PacHpOCTPAHATHCA W BO3JCHCTBOBATH Ha
3alIMIIaeMble CBONCTBA (KOH(MUICHIIMATBHOCTD, IIEJIOCTHOCTD, TO0CTYIHOCTD) I1/1H;

- Hocutenb [1/lH — ¢dusmyeckoe MO WM MaTepuaibHbIi OOBEKT, B TOM YHUCIE
¢usnueckoe nosie, B kKotopoM I1/[H HaxonuT cBoe OTpakeHUE B BUAE CUMBOJIOB, 00pPa30B,
CUTHAJIOB, TEXHUYECKUX PEIICHHA M NPOLECCOB, KOJIUYECTBEHHBIX XapaKTEPUCTHK
(U3MYECKUX BEJIUYHMH.

NUctounukamu yrpo3 HCJ] B UCII/Ix MoryT OBITS:

- HapyLIUTENb;

- HOCHUTEJIb BPEJOHOCHOM MPOrpaMMBbl.
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5.2 Knaccugukanus Hapymureaei

[To npuznaky npuHamnexsocti k UCIIJ{H Bce HapyImuTenu AesaTcs Ha IBE TPYIIIbL:

BHEIIHHE HApYIIUTEIN — (PU3MYECKUE JHIa, HE MMEIOIIUE MpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIUPYEMOU 30HBI, B MpeAesiax KOTOPOH pa3zmeriaercs 000pyaoBaHHE
NCITH;

BHYTPEHHUE HAPYIIUTENIN — (PU3NUECKHUE LA, UMEIOLIUE MPaBO NMPeObIBaHUS Ha
TEPPUTOPUU KOHTPOJUPYEMOU 30HBI, B MpeAesiax KOTOpoil paszmeniaercs o0OpynIoBaHUE
NCITH.

BHemHuii HApymIuTeIb

B  kadecTBe  BHENIHEr0  HapylmuTeds  HMHPOPMALMOHHOM  O€30MacHOCTH,
paccMaTpuBaeTCs HapyLIUTENb, KOTOPBIM HE HMEET HEMOCPEICTBEHHOIO JOCTYyNa K
TEXHUYECKUM CpEICTBAaM M pecypcamM CHUCTEMBbI, HaxXOJIUIMMCSA B  Ipenenax
KOHTPOJIUPYEMOU 30HBI.

[Ipeanonaraercs, 4TO BHEIIHWUM HApPYyIIMTEIb HE MOXET BO3ICHCTBOBAaThH Ha
3aIMIIAEMYI0 HMH(POPMALIMIO [0 TEXHUYECKMM KaHajaM yYTEYKH, TaK KaKk o00beM
uHpopmanuu, xpanumoilt u odpadarsiBaemord B UCII/IH, siBIsieTCs HEAOCTATOUYHBIM IS
BO3MOKHOM MOTHMBAalMM BHEIIHEIO0 HAPYIIMTENId K OCYLIECTBICHHUIO JEHCTBHIA,
HaIpaBJIEHHBIX YTEUKY MH(POPMALIMU IO TEXHUYECKUM KaHaJIaM YTEUKH.

[Ipennosiaraercsi, YTO BHEWIHWM HAPYLIATEIb MOXET BO3JCHCTBOBATH HA
3alUIIaeMyt0 HHGOPMAIMIO TOJBLKO BO BpeMs €€ Mepeaun o KaHajlaM CBSI3H.

BHyTpeHHMI HApYLIMTE/Ib

B03MOXHOCTH BHYTPEHHETO HAPYIIUTENS CYIIECTBEHHBIM O0pa3oM 3aBHUCIT OT
JNEUCTBYIOUIMX B TpeaesaXx KOHTPOIMPYEMOM 30HBI OrpaHUYUTENBHBIX (PAKTOPOB, W3
KOTOPBIX OCHOBHBIM SIBJISIETCS pean3alysi KOMIUIEKCA OPraHu3allMOHHO-TEXHUYECKUX MED,
B TOM YHCJIE 0 MOA00pY, PACCTAaHOBKE M OOECMEYEHHUIO BBICOKOW MPOdecCHOHATBHON
MOATOTOBKM KaJpOB, AOMYCKY (U3MYECKUX JIMI[ BHYTPb KOHTPOJIHUPYEMOU 30HBI U
KOHTPOJIIO 32 TOPSAIKOM TNpPOBEACHHUS padOT, HANpaBICHHBIX HA MPEAOTBpAILlEHUE U
IIPECEUYECHNE HECAHKLIMOHUPOBAHHOIO JOCTYIA.

Cucrema pasrpannuenus gocryna MCII/In oOecneunBaer pasrpaHuyeHHE IpaB

MOJIH30BATENICH Ha JOCTYN K MH(POPMAIMOHHBIM, MPOTPAMMHBIM, allapaTHBIM U JIPyTUM
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pecypcam HCII[IlH B COOTBETCTBMM C TMPUHATON TMOJUTUKON WHGOPMAIIMOHHON
6e3omnacHocTH (TTpaBuiamMu). K BHyTpeHHUM HApPYIMIUTEISM MOTYT OTHOCHUTBCS:

agmuaucTparopsl UCIIIH (kaTeropus I);

aJIMUHUCTPATOPbI KOHKPETHBIX noacucteM uiu 6a3 ganubix UCIT/u (kateropus II);

nonb3oBatenu MUCIIJIn (kaTeropust 111);

MOJIb30BATENH, SABJISIOIIMECS BHEIIHUMHU IO OTHOIIEHWIO K KOHKpeTHOo AC
(xareropus [V);

auna, oO0Jajaroniie BO3MOXKHOCTBIO JOCTyHa K CHCTEME Mepefadyd JaHHBIX
(kareropus V);

COTPYJHUKH, HMEIOIINE CAHKIIMOHUPOBAHHBIM JIOCTYN B CIIY)KEOHBIX IEJSIX B
ITOMEILEHHUS, B KOTOPBIX pa3zmemarorcs aneMeHnTsl CII/IH, Ho He nmeromue mpasa 10CTyIa
K HUM (kaTteropus VI);

obciyxuBaronuii nepconan JIIY (oxpana, paOOTHUKH HHXEHEPHO—TEXHUYECKUX
ciyk0 u T.1.) (kateropus VII);

YIOJIHOMOYEHHBIA mepcoHan pazpadotuunkoB MCII{H, KOTOpbIii Ha TOroBOpHOM
OCHOBE MMEET IPaBO HAa TEXHUYECKOE OOCITYy)KHMBaHWE W MOAU(DUKAIUIO KOMIIOHEHTOB
WCIIdu (xateropus VIII).

Ha mun kateroputit | u |l Bo3noxkeHs! 3aja4u 1o aIMUHUCTPUPOBAHUIO IPOTPAMMHO-
ammapatHeiXx cpeactB W 0a3 ganHbix MWCII[H mns uHTEerpanuu W oOecreuceHus
B3aMMO/JICHCTBUS PA3IMYHBIX NTOACUCTEM, BXOosAuX B coctaB UCIIIH. AIMUHUCTpATOPHI
MOTEHIMAJIBHO MOTYT peanu30BbIBaTh yrpo3sl Kb, wucnonb3ys BO3MOXHOCTH IO
HEIOCPEJCTBEHHOMY JIOCTYIy K 3amuinaeMor wuHGopMmaiuu, oOpabaTblBaeMOM U
xpanumort B MCII/IH, a Takke k TexHnueckuM W mnporpamMmubiM cpeactBam WCII/IH,
BKJIOYasi CPEACTBA 3allUThI, MCIOJb3yeMble B KOHKpPETHbIX AC, B COOTBETCTBUU C
YCTAHOBJICHHBIMH JIJI1 HUX aIMUHUCTPATUBHBIMU MOJTHOMOYHSIMHU.

OTH JMIa XOpOIIO 3HAKOMBI C OCHOBHBIMU alTOPUTMAMH, HPOTOKOJIAMH,
peanu3yeMbIMi M UCIOJIb3YEMBIMUA B KOHKpeTHbIX noacuctemMax u UCII/H B menoMm, a
TaK)Ke ¢ MPUMEHSIEMbIMU TTPUHITUTIAMHU U KOHIETIIUSIMH 0€30M1aCHOCTH.

Hpe):monaraeTc;I, YTO OHHM MOTJIH OBl HCIIOJIL30BaTh CTAaHAAPTHOC O6ODV}10BaHI/IC

6o I MACHTHUPUKAIMKM ys3BUMOCTEH, nmubo g peanusauuu yrpo3 Mb. Jlannoe
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000pyZI0OBaHUE MOXET OBITh KaK YaCThIO IITATHBIX CPEACTB, TAK U MOXKET OTHOCUTBHCS K
JErKo TMoJlydaeMoMy (HampuMmep, HOporpaMMHOe OO€cleYeHue, IMOIYyYEHHOE U3
00111€IOCTYITHBIX BHEITHUX UCTOYHUKOB).

Kpome Toro, mnpenmosiaraercsi, 4YTO OTH JHIla MOIJIM OBl pacrnojiarathb
CHEIHATU3UPOBAHHBIM 000PYI0BAHUEM.

K mumam xareropuit | u |l BBuay ux uckmouutensHoit ponu B UCII/IH momkeH
OPUMEHSTHCA KOMIUIEKC OCOOBIX OPTraHU3alMOHHO-PEKUMHBIX MEp MO HUX MOA00pY,
NPUHATUIO Ha paboTy, HAa3HAYEHUI0 Ha JOJDKHOCTh W KOHTPOJIO BBINOJHEHUS
(YHKITMOHATBHBIX 00s3aHHOCTEH.

[Ipeanonaraercs, yto B uMcio Jui Kateropuil | u |l OyayT BKIIOYaThCA TONBKO
JOBEPEHHbIE JIMLIAa M TOATOMY YKa3aHHbIE JIMIA HMCKIIOYAIOTCS W3 YHUCIa BEPOSITHBIX
HApYLIUTEIIEH.

[Ipeanonaraercst, uyro nuua kareropuid III-VIII otHOCATCS K BEpOATHBIM
HapyIIUTENSM.

[Ipeanonaraercs, 4YTO BO3MOXXHOCTb CrOBOpa BHYTPEHHUX HapyLIUTENeH
MaJIOBEpPOSITHA BBU/LY MIPUHSATHIX OPraHU3AIMOHHBIX U KOHTPOJIUPYIOIIUX MEP.

IIpeanonoxenusi 00 uMemomeica y Hapymureas uHGopmannu 00 00beKTax
peaju3anuu yrpos

B kadecTBe OCHOBHBIX ypoBHEW 3HaHUU HapymuTeneil 00 AC MOXXHO BBIJECIHUTH
CJIeIyIOIIHE:

obwasn ungopmayus — uHOOPMALIMM O HA3HAYECHHUS U OOIIMUX XapaKTEPUCTHKAX
NCIIdx;

aKcnayamayuounas — uHgopmayus ~ —  UHQOpMauuUsA, — TOJIyYEHHas W3
AKCIUTyaTallMOHHON JOKYMEHTALINY;

yyecmeumenvras ungopmayus — nabopManus, JOMOIHSIOMAs KCIUTyaTallHOHHYIO
undopmanuro 06 MUCIIIn (Hanpumep, cBeneHus u3 npoektHoil nokymentauuu UCIH).

B vactHOCTH, HAPYIIUTETH MOXKET UMETh:

JaHHble 00 opranu3anuu padOThl, CTPYKTYpE M HCIOIB3YEMBIX TEXHUYECKHUX,

MIPOTPAMMHBIX U MPOrpaMMHO-TeXHUYEeCKHUX cpeactBax UCII/x;
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cBenenusi 00 uHpopmarronnbix pecypcax MCII/IH: nopsanok u npaBuiia co3gaHus,
XpaHeHus U nepeaavu HHPOopMaIiH, CTPYKTypa U CBOMCTBAa HH()OPMALIMOHHBIX TIOTOKOB;

TaHHbIE 00  YSI3BUMOCTSX, BKJIIOYAs JAaHHbIE O  HEAOKYMEHTHPOBAHHBIX
(HemexkIapupOBaHHBIX) BO3MOXKHOCTSX TEXHMUYECKHX, MPOTPAMMHBIX M IPOrpaMMHO-
texHudeckux cpencts UCITIH;

JIaHHbIE 0 peann3oBaHHbIX B [IC3U nmpuHIMIIaX U anropuTMax;

UCXOJIHBIE TEKCTHI porpammuoro oodecneuenuss UCI/H;

CBEJICHUS O BO3MOXKHBIX KaHajaX peajn3aluu yrpos;

uH(OpMAIUIO 0 CIoco0ax peanu3aluu yrpos.

[Ipennonaraercs, yro auna kareropuu |l u xareropum IV BrnageoT TONBKO
AKCIUTyaTallMOHHONW HMH(OpManuend, 4yTo OO0ECIeYMBaETCA OPraHU3alMOHHBIMH MEPAMH.
[Ipu sTom nunia kareropuu [V He BiIaetOT MapoJIbHON, Ay TEHTU(DUIIMPYIOIIEH U KITIOUE€BOU
uHpopmanuen, ucnoaszyeMoil B AUC, K KOTOPbIM OHU HE UMEIOT CAaHKIIMOHHMPOBAHHOTO
J0CTyIa.

[Ipennonaraercs, 4ro auna Kareropud V BIAJCIOT B TOW WM HWHOM YacTH
YyBCTBUTEIBHOM M 3KCIUTyaTallMOHHOM MH(OpManuel o cucteMe nepeaayn nHpopmanuu
u obuieit nudopmanuein 00 AUC, ncnonp3yromux 3Ty CUCTEMY Nepeaadyn MHPopMalu,
4TO 00ECne4YrBaeTCs OpraHu3alMOHHBIMU Mepamu. IIpu 3TOM nuua kareropuu V He
BIIAJICIOT MAPOJIBLHOM U ayTeHTUDUIMpyomiei nadopmarueit, ucrmoiaszyemoit B AUC.

[Ipeanonaraercs, yto nuia kateropuu VI u nmuia kareropun VIl mo ypoBHIo 3HaHUMN
HE MIPEBOCXOMAAT JIULAa KaTeropuu V.

[Ipeanonaraercs, uro nuna kareropuun VIl obnmagator 4yyBCTBUTENBHOM
unpopmanueit o6 MCIIJJlH m ¢yHkunoHansHo opueHTHpoBaHHbIX AWMC, BkItOuas
uHpopmanuio 00 YA3BUMOCTAX TEXHUYECKHX M mporpammubix cpencts HCIIH.
OpraHu3allMOHHBIMU MEPaMU MPEANOJIaraeTcs UCKIOUNTh qocTyn jull kareropuu VI
TexHu4eckuM U mnporpamMmmHbiM  cpeactBam  MCIIJIH B  MomeHT 00paboTku cC
MCIOJIb30BaHUEM 3THUX CPECTB 3alIMIaeMOi HHPOPMAaIIUK.

Takum oOpaszoMm, HauOosiee wuHPOpMUpOoBaHHBIMH 00 AWC sBustorcs nwia

kareropuu |1l u nuua xareropuu VIII.
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Crenenb HHGOPMHUPOBAHHOCTH HAPYLIUTEIS 3aBUCUT OT MHOTUX (PaKTOPOB, BKIIFOUASI
peasm3oBanHble B JIIIY KOHKpETHbIE OpraHU3alMOHHBIE MEpPBl U  KOMIIETEHIIHIO
Hapymuteneil. [IoaToMy 0OBEKTHUBHO OLICHUTh 00BbEM 3HAHUI BEPOSTHOIO HAPYIIMTEISA B
o011eM ciryyae IpakTUYeCKH HEBO3MOKHO.

B CcBf3M ¢ M3I0KEHHBIM, C LEIBIO CO3/aHMS OIPENAEICHHOIO 3amaca MpOYHOCTH
npeanojaraercsa, 4YTO BEPOATHbIE HAPYIIUTENW OOJadaloT Bce HMH(pOpMaIIMEH,
HEOOXOIUMOM JUIsl TMOJATOTOBKM M pealu3alliyd yrpo3, 3a UCKIIOYEHHEM HH(OpMaluu,
NOCTYII K KOTOPOM CO CTOPOHBI HApYWIUTENs HWCKIOYAETCs CUCTEMOW 3allMThI
unpopmaruu. K Ttakoiri  mHboOpmaruu, HampuMmep, OTHOCHTCS  IapoJibHas,
ayTeHTU(QUUUPYIOIIAs U KiIroueBasi HH(popmarus.

Ipeanonoxenusi 00 UMEOIIUXCH Y HAPYUIUTEJS CPEeACTBAX peaaTu3aluM yrpo3

[Ipennonaraercs, 4T0 HApyILIUTEIb UMEET:

- anmaparabie KoMnoHeHTsl C3I1/In u CO C3I1/1H;

- JIOCTYIIHbIE B CBOOOJHOW MpoJaake€ TEXHUYECKUE CpEACTBA M IPOrpPaMMHOE
oOecrieucHue;

- CIIEMAaJIbHO pa3pabd0TaHHbIE TEXHUYECKUE CPEJICTBA U MPOTPAMMHOE 00ECIIEUEHHE.

BHyTpeHHMI HapyIIUTEIb MOXKET UCIOJIb30BaTh IITATHBIE CPEACTBA.

CocTraB UMEIOIINXCS Y HAPYIIUTENSA CPECTB, KOTOPBIE OH MOXKET MUCIIOIb30BaTh IS
peanusanuu yrpo3 UMb, a Takke BO3MOKHOCTH II0 UX IPUMEHEHHUIO 3aBUCAT OT MHOTHX
(dakTopoB, BKJIIOYas peann3oBaHHbIe HAa 00bekTax JIIIY KOHKpeTHbIE OpraHu3aIllMOHHbBIC
Mepbl, (PMHAHCOBBIE BO3MOKHOCTU M KOMIIETEHLIMIO HapymuTeneil. [loaTtomy 00beKTUBHO
OLICHUTh COCTaB MMEIOLIUXCS Y HAPYLIUTENS CPEJCTB pealn3aly yrpo3 B 001eM ciaydae
IIPAKTUYECKA HEBO3MOXKHO.

[ToaTomy, mima cospmanusa ycronumBoud C3II/IH mpenmonaraercsi, 4ToO BEPOSTHBIN
HapyIIUTEIh UMEET BCe HEOOXOAUMBIE Ui peallu3alliid yrpo3 CPeACTBa, BO3ZMOKHOCTH
KOTOPBIX HE NPEBOCXOAST BO3MOKHOCTM AHAJOTHYHBIX CPEICTB pEAU3alMUA yIrpo3 Ha
MH(POPMALIMIO, COJCPIKAIIYI0 CBEIACHMS, COCTaBISIOLIME TOCYJAApCTBEHHYIO TalHy, H
TEXHUYECKHE U TPOTrPAMMHBIC CPEACTBA, 00padaThIBaOIINE 3Ty HHPOPMAIIHIO.

Bwmecre ¢ TeM npeamnonaraeTcs, 4To HapyIIMTEIb HE UMEET:

- CPCACTB IICPCXBaTa B TCXHUYCCKHUX KaHaJlaX YTCUKH,
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- CPE/CTB BO3JICHCTBUS YEpPe3 CUTHAIIbHBIE 1IETTH;

- CPEICTB BO3JICHCTBUS HA NCTOYHHUKH U Yepe3 IEeTH MUTAHUS,

- CPENICTB BO3JICHCTBUS Yepe3 LENH 3a3eMIICHHUS;

- CPEICTB aKTUBHOTO BO3/ICMCTBUS HA TEXHUUYECKHE CPEICTBA (CPEICTB OOIyUECHHS).
[Ipenmonaraercs, 4ro HanboJiee COBEPIIEHHBIMH CPEICTBAMHU peaTHM3alH yrpo3

obnanaroT ymia kareropuu |1 u muna kareropuu VIII.

5.3 Knaccudpukanus yszssumocreit UCII/In

Vsazsumocts UCII[IH — HemocTtarok wim ciaboe MECTO B CHUCTEMHOM HWIIU
MIPUKJIATHOM IIPOTPaMMHOM (mporpaMMHO-anmapaTHOM) oOecrieyeHun
aBTOMATU3UPOBAHHOW MH()POPMALIMOHHOW CHUCTEMBI, KOTOPOE MOXKET OBITh HCIIOJIH30BaHO
JUTS peaju3aliii yrpo3bl 6€30MacHOCTH MEPCOHANIBHBIX TAHHBIM.

[IprunHaMy BOBHUKHOBEHHUS YSI3BUMOCTEHN SIBJISIFOTCSL:

- OIIMOKA TpU MPOCKTUPOBAHUM M Pa3pabOTKe MPOrPaMMHOIO (IIPOrpaMMHO-
arnmapaTtHoOro) ooecrneyeHus;

- IpeAHaMEepPEHHbIE ACHCTBUS IO BHECEHUIO YSA3BUMOCTEHN B X0J1€ MPOCKTUPOBAHUS U
pa3pabOTKH MPOrpPaMMHOIO (ITPOTrPaMMHO-AINIAPATHOTO) O0ECIICYEHUS;

- HEMIPAaBWJIbHBIE HACTPOMKM MPOrpaMMHOr0 OO€CTedeHUs, HEMpPaBOMEPHOE
M3MEHEHHUE PEKUMOB PabOThI YCTPOMCTB U MPOTPaAMM;

- HECAaHKIIMOHUPOBAHHOE BHEJIPEHHUE W HMCIOJIb30BAHME HEYUYTEHHBIX IMPOrPAMM C
MOCJEYIOUUM HEOOOCHOBaHHBIM PAacXOJOBaHUEM pECypcoB (3arpy3ka mpoleccopa,
3axXBaT OMEPATUBHOM MaMITH U NaMSTH Ha BHEIIHUX HOCUTEIIAX);

- BHEJIPEHUE BPEIOHOCHBIX MPOTrpaMM, CO3JAIOMIUX YSI3BUMOCTH B MPOrPAMMHOM U
MpoTrpaMMHO-anmnapaTHOM 00eCTieYeHUH;

- HECAaHKAllMOHUPOBAHHBIE HEYMBIIIJICHHBIE JEHCTBUS MOJIb30BATENICH, MPUBOISIIINE
K BOBHUKHOBEHHIO YSI3BUMOCTEH;

- cbou B paboTe anmapaTHOTO U MPOrPaAaMMHOTO o0ecriedeHus! (BbI3BaHHbBIE COOSIMU B
ANEKTPONUTAHUH, BBIXOJIOM U3 CTPOSI ammapaTHBIX 3JIEMEHTOB B PE3yJIbTaTe CTApEHUS U
CHIDKCHMS HAJCKHOCTH, BHEIIHUMHM BO3JCUCTBUSAMM  DJIEKTPOMArHUTHBIX  IMOJIEH

TEXHUYECKUX YCTPOUCTB U JIp.).
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Paznuyarot cieayroniye rpynmnbl OCHOBHBIX YSI3BUMOCTEH:

- YSI3BUMOCTH CHCTEMHOTO IIPOTPaMMHOTO 00eCreueHus (B TOM YHCII€ MPOTOKOJIOB
CETEBOI'0 B3aUMOJICUCTBHUS);

- YSI3BUMOCTH TIPUKJIQTHOTO TMPOTPaMMHOTO oOecreueHus (B TOM YHUCJIE CPEIICTB

3aImuTH HTHGOPMAIIHH ).

5.4 Ilepevyenb Bo3MO:KHBIXY BII/{H

Js UCI/IH YupexxaeHuss MOKHO BBIACIINTD CIAEAYIOIINUE YTPO3bI:

1. Yrpo3bl OT yTE€UKH 0 TEXHUYECKUM KaHaJIaMm.

1.1. Yrpo3sl yTeuku akyCTUYECKON HH(POPMALIIH.

1.2. Yrpo3sl yTeuku BUJOBON HH(POPMALIUH.

1.3. Yrpo3sl yreuku undopmaiuu no kanainam [ISMUH.

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JA0CTyNa K HH(OpMAaIIIH.

2.1. Yrpo3sl yHMUTOXEHUA, XUIleHUs annapaTHbix cpeiactB MCIIH HocuTenei
nHopmaruu myteM pusznueckoro goctymna k anementam UCIIJH.

2.1.1. Kpaxa [IOBM,;

2.1.2. Kpaxka HocuTenei unpopManuu;

2.1.3. Kpaxa kirodeit u aTpuOyTOB JIOCTYMa;

2.1.4. Kpaxu, Momudukainuu, yHU4TOXKEHUS HHOOPMAITUH;

2.1.5. BeiBog u3 ctpos y31n0B [19BM, kaHanoB cBsi3y;

2.1.6. HecaHKIIMOHNPOBAHHOE OTKIIOYCHHUE CPE/ICTB 3AIIUTHI.

2.2. YTpo3bl XUIICHHs, HECAHKIIMOHUPOBAHHOW MOIU(DHUKAIIMN U OJIOKHUPOBAHUS
nHpopmaruu 3a cueT HecaHkiumoHupoBanHoro naoctyna (HCJI) ¢ npumeneHuem
MpOTpaMMHO-aNMNapaTHbIX W MPOTPaMMHBIX CPEACTB (B TOM 4YHCIE MPOTrpaMMHO-
MaTEeMaTUYECKUX BO3JACHCTBUN).

2.2.1. IelcTBUA BPEIOHOCHBIX MPOrpamMM (BUPYCOB);

2.2.2. HenexnapupoBanuble Bo3MOXHOCTH cucTteMHoro I1O u I1O mis o6paboTku
MEPCOHAJIbHBIX TAHHBIX;

2.2.3. YcranoBka I1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITY>KEOHBIX 00513aHHOCTEH.
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2.3. VYrpo3bl HE TMpeIHAMEpPECHHBIX JACHCTBUWA TMOJB30BATENIC W HapYyIICHUN
6e3onacHoctn (ynkmuonnpoBanus WCII[lx u C3IIJIlH B ee cocrtaBe u3-3a cOOEB B
MPOrpaMMHOM 00€CIICYCHHH, a TAKXKE OT YIPO3 HEAHTPOIIOTEHHOTO (CO0EB anmapaTypsl U3-
32 HEHAJEKHOCTU DJIEMEHTOB, COOEB AJEKTPOINUTAHUS) U CTUXUHUHOTO (YIapOB MOJHHM,
M0KapoB, HABOJAHEHUH U T.I1.) XapaKTepa.

2.3.1. YTpara xitoueit 1 aTpuOyTOB JOCTYTIA;

2.3.2. Henpennamepennass  moaudukanuss  (yHUUYTOXXeHHE)  HHpopMaruu
COTPYJIHUKAMHU;

2.3.3. HenmpegHaMepeHHOE OTKIIFOUEHUE CPEACTB 3AINTHL;

2.3.4. BeIxon U3 CTpOs annapaTHO-IPOTrPaMMHBIX CPENICTB;

2.3.5. COoli cucTeMbl 3IEKTPOCHAOKEHNUS;

2.3.6. CtuxuiiHoe OeJCTBHE.

2.4. Yrpo3sl IpeTHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYIIUTENIEH.

2.4.1. Joctyn k uH(GOpMAIIMHU JIUI], HE TIOMYIIEHHBIX K €€ 00padoTKe;

2.4.2. Pasrnamienne WHPOpMALMH, MOAU(DUKALMSA, YHUUYTOKEHHUE COTPYIHUKAMHU
JOMYIIIEHHBIMU K €€ 00paldoTKe.

2.5. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA 110 KaHAJaM CBSI3H.

2.5.1. Yrpo3a «Ananu3 ceteBoro Tpadukay ¢ nepexnarom nepenasaemoit uz UCIIn
Y IPUHUMAEMOM U3 BHEITHUX ceTel MH(pOpMaITuu:

2.5.1.1. TlepexBart 3a nepeaeaaMu ¢ KOHTPOIUPYEMOI1 30HBI;

2.5.1.2. TlepexBat B peaenax KOHTPOIUPYEMOU 30HbI BHEITHUMH HAPYLIUTEISAMH;

2.5.1.3. IlepexBar B mOpenelax KOHTPOJHPYEMOW 30HBI BHYTPEHHHUMU
HapyIIUTESIMHU.

2.5.2. Yrpo3sl CKaHMpPOBAHWS, HAIMPABJICHHBIC HAa BBIABICHHWE THUMNA WA THUIIOB
MCIIOJI3YEMBIX OTIEPAIIMOHHBIX CHUCTEM, CETEBBIX ajpecoB paboumx craniui WCIIJIH,
TOIOJIOTUU CETH, OTKPBITHIX MIOPTOB U CIY>KO, OTKPBITHIX COSAUHEHUM U JIp.

2.5.3. Yrpo3bl BBIABICHUS MAPOJIEH IO CETH.

2.5.4. Yrpo3bl HaBs3bIBAaHUE JIOKHOTO MapIIpyTa CETH.

2.5.5. YTpo3bl OAMEHBI TOBEPEHHOTO 00BEKTA B CETH.

2.5.6. Yrpo3sl BHeIpeHHs J0KHOT0 00bekTa Kak B ICII/IH, Tak ¥ BO BHEIITHUX CETSX.
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2.5.7. Yrpo3sl Tumna «OTka3 B 00CITyKUBAHU.
2.5.8. YTpo3bl yIAJIEHHOTO 3aIyCKa IIPUIIOKEHUM.

2.5.9. YTpo3sl BHEAPEHHUS TIO CETH BPEAOHOCHBIX ITPOTPAMM.

5. 5 BepositHocTh peasmzanuu Y BII/IH

[Ton BEpOSATHOCTBIO pEaIU3alU YTPO3bl IOHUMAETCS OMPENEIAEMbINA dKCIEPTHBIM
OyTEM TOKa3aTelb, XAPaKTEPU3YIOLIHMM, HACKOIBKO BEPOSTHBIM SIBISIETCS pPEaTU3alus
KOHKpeTHON yrpo3sl 0e3zonacHoct [1/In mma UCIIIH B CKIaIbIBAIOIIMXCS YCIOBHUAX
00CTaHOBKH.

YucnoBoil koapduimeHT (Y2) IS OLEHKH BEPOATHOCTH BO3HHKHOBEHHUS YIPO3bI
onpezaensieTcs no 4 BepOoaIbHBIM I'paJallysiM 3TOTO OKa3aTes:

MAJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTUBHBIE IIPEANOCHUIKA VIS
ocymrectBieHus yrpo3sl (Y2 = 0);

HHU3KAsl BEPOSATHOCTb- OOBEKTUBHBIC MPEANOCBUIKM ISl pealu3ali YIrpo3bl
CYIIECTBYIOT, HO IPHHSATHIC MEPHI CYIIECTBEHHO 3aTPYAHSIIOT ee peanmu3anuto (Yo = 2);

CpeAHsisi BePOATHOCTb - OOBEKTHMBHBIEC MPEANOCBUIKK ISl pealu3alidd yrpo3bl
CYLIECTBYIOT, HO MPUHATHIE Mepbl obecnieueHus: 6ezonacHoct [1/1n HegoctaTounsl (Yo =
5);

BBICOKASl BEPOSITHOCTb - OOBEKTUBHBIE MPEANOCHUIKU AJIsl peaju3alid yrpo3bl

CYIIECTBYIOT U MepHI 10 obOecrieuennto 6ezonacHoct 1] ve mpuusater (Y, = 10).

5.5.1 ¥rpo3bl yreukn HuHGOPMAINH M0 TEXHUYECKUM KaHAJIaM

5.5.1.1 Yrpo3sl yTeuku aKkyCcTHYeCKO# (peyeBoil) HH(popMaLuH.

Bo3HukHOBEHHE  yrpo3  YTEUKM  aKyCcTHUecKoW  (pedyeBoi) uHQopmaluu,
COJIeprKalllelicsl HEMOCPEACTBEHHO B MPOM3HOCHMOW peun mnonb3zoBatens WCIIH, npu
oopabotke [1/In B UCII/IH, BO3MOXHO npu Hanuuuu GyHKUUNA rorocoBoro Beoaa [1/Ix B
NCTIIa nnu dyskumii Bocipoussenenus [1J{n akyctuueckumu cpeacrsamu MCIIIH.

B UCIIIxn pyukiuu romocooro BBoAa [1/1x wnn dyrkimu Bociponsseneuus [1/1H
aKyCTUYECKUMHU CPEACTBAMHU OTCYTCTBYIOT.

BGPOHTHOCTI) pcair3anun YIrpo3bl — MaJIOBEPOSATHA.
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5.5.1.2 ¥Yrpo3sl yreuku BU10BOH MHGOpMALIUM.

Peanuzamus yrpo3sl yTeukd BHAOBOM HMH(OpPMAIMK BO3MOXKHA 33 CUET MPOCMOTpa
uH(bOpPMAIIMM C TIOMOIIBIO ONTUYECKUX (ONMTUKO-3JIEKTPOHHBIX) CPEIICTB C SKPAHOB
IUCIUICEB W JAPYTUX CPEACTB OTOOPaKEHUS CPEICTB BBIYUCIUTELHON TEXHHKH,
UH(OPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEACTB 00padOTKU
rpaduyueckoit, Buieo u OykBeHHO-IIMPpoBoi nHbopmaruu, Bxoasumx B coctaB UCITIH.

Ha okHax HCHOJB3yIOTCS JKAIIO3M M 3aHAaBECKH. J[OCTynm MHOCTOPOHHUX JIMI] B
MOMEIIIEHUs], B KOTOPBIX IIpou3Boautcs oopadoTka [1/IH, orpanuyes.

BeposiTHOCTB peanu3anuy yrpo3sl — MaJIOBepOsATHA.

5.5.1.3 Yrpo3sl yreuku napopmanun no kanajaam [I9MUH.

VYrpo3sl yreuku uHbopManuu no kaHany [IDMUMH, Bo3MOXHBI H3-3a Haauyus
Mapa3uTHBIX AJIEKTPOMATHUTHBIX U3NIydeHui y snemeHToB UCII/H.

VYrpoza yreuku undopmanuu, coaepxameid 111, mo kanamy [IDMUH Bo3moxHa,
3a CYET MepexBaTa TEXHUUYECKUMH CPEACTBAMM Pa3BEIKU 3a MpeaeaaMyi KOHTPOIUPYEMOU
3ol [IDMMUH, Bo3nukatomux mpu o6padoTtke I[IJIH cpeacTBamMu BBIYUCIUTEIBHON
texuuku WCIIn. Haubornee omacHbIM peXUMOM pPabOThl CPEACTB BBIUMCIUTEIBHOU
TEXHUKHU SIBIISIETCS BBIBOJA WHGOPMAIMM HA JKpaH MOHHUTOpPA aBTOMATHU3WPOBAHHOTO
pabouero Mecrta oneparopa (mosnb3oBaress) UCIx.

Onementel MCII[IH  HaxomdaTrcs B caMOM ILEHTPE 34aHUS WM DKPAHUPYIOTCS
HECKOJIbKMMH HECYIIMMHU CTEHAMH, U MApPa3sUTHBIA CUTHAJ MAaCKUPYETCA C MHOXKECTBOM
IpPYTUX Mapa3uTHBIX CUTHAIIOB 3JIeMeHTOB He Bxoasamux B UCIT/IH.

BeposiTHOCTH peanu3aluu yrpo3bl — MaJ0BEePOsAITHA.

5.5.2. ¥Yrpo3bl HeCAHKIIMOHUPOBAHHOI0 A0CTYNA K MHGOPMALNH

Peanuzamms yrpo3 HCJl k unbopmarmm MOXKET MPUBOAUTH K CICIYIONTUM BHIaM
HapyIIeHUs ee Oe30MacCHOCTH:

- HApYIICHUIO  KOH(MUIEHUMATBLHOCTH  (KOMHUPOBAHUE, HEMPABOMEPHOE

pacrpoCTpaHEHuUe);
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- HApYIICHUIO IIEJIOCTHOCTH (YHUUTOXKEHUE, U3MEHEHHUE);

- HAPYILIECHUIO JOCTYIHOCTH (OJIOKMPOBaHUE).

5.5.2.1 ¥Yrpo3sl yHMYTOKEeHUS, XMINeHHs amnmapatHbix cpeacrs MHCII/IH,
HocuTesnel nHpopmanuu nmyrem pusndeckoro gocryna k daemenram UCII/In
Kpaosica II13BM.

VYrpo3za ocymectBisercs myreM HCJl BHEIIHUMY ¥ BHYTPEHHUMU HAPYIIUTEISMH B
MOMENICHUSX, I/1e pacnosoxeHsl 3nemenTsl UCI/H.

B Vupexnenun BBeA€H KOHTPOJIb AocTyma. Kiroum OT cepBEpHOro MOMEIICHUS
YUPEKIEHUS XPaHATCA y CHCTEMHOro aaMuHucCTpaTopa. KaOuHeTsl mosb3oBaTeaei
3anuparoTCs Ha KITFOYH.

BeposTHOCTh peanuzanuu yrpo3sl — MaJ0BepOSITHA.

Kpaosica nocumeneii ungpopmayuu

VYrpo3sa ocymectBusiercs nyrem HCJl BHEIIHUMU ¥ BHYyTPEHHUMU HAPYIIUTEISIMHU K
HOCcUTENSIM UHpopMaluu. B pe3ynbrare BO3MOKHO HECAaHKIMOHUPOBAHHOE KOMMPOBAHUE
Pa3/IelIOB CUCTEMBI XPAHEHUS JAHHBIX INTATHBIMHA CPEACTBAMM HA ChEMHBIE YCTPOMCTBA
XpaHEHUSL.

B VYupexnaenun BBeIEH KOHTPOIb AocTyna. Killoum OT CEpBEPHOr0 MOMEIICHUS
VUpPEKIACHUSI XPaHATCA y CHUCTEeMHOro aaMuHucTpaTtopa. KaOuHeThl mosib30BaTelnei
3amuparoTcs Ha KItoun. XpaHeHUEe HOCUTENeH OCyIIecTBIseTcs B cede.

Hoctyn k texauyeckuM cpeactsam MCIT/IH npu oOcayXKMBaHUH BO3ZMOXEH TOJIBKO
I10J] KOHTPOJIEM CO CTOPOHBI CUCTEMHOI'0 aAMUHHUCTpATOpa. [IepeHOCHBIE KOMIIBIOTEPHI IS
o0pabotku ITJIH B UCII/IH He ucnonb3yrorcs.

BeposATtHOCTh peanu3aluy yrpo3sl — MaJ0BEpPOSTHA.

Kpaosica knioueii u ampuodymoe oocmyna.

VYrpo3sa ocymectBusiercs nyrem HCJl BHEIIHMMU ¥ BHYyTPEHHUMU HAPYLIUTEISIMH B
MOMEILEHUSX, T7Ie TPOUCXOAUT paboTa Moab30BaTeNeH.

B Vupexnaenun BBeIEH KOHTPOJIb AocTyna. Killouum OT CEpBEPHOr0 MOMEIICHUS
VUpPEXKIACHUSI XPaHATCA y CHCTEMHOro aaMuHUcTpaTopa. KaOuHeThl Mosb3oBaTeseu

3aIllParOTCA Ha KIIIOYH.
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BeposaTHOCTh peanu3anuu yrpo3sl — MaJ0BepPOSITHA.

Kpaosicu, moougpukayuu, ynuumodsrcenus ungopmavyuu

VYrpo3za ocymectpisiercss myTéM HCJl BHEITHUMY 1 BHYTPEHHUMU HapYIIUTEISIMU B
NOMEUIEHUsX, rae pacnonoxkenbl 3ieMmeHTsl WMCII[IH m cpencTBa 3amuThl, a TaKKe
MIPOUCXOUT PadboTa MOJIb30BATENEH.

B Vupexnenun BBeA€H KOHTPOJIb AocTyma. Kiroum OT cepBEpHOro MoMElIeHUs
YUPEXKACHUS XpaHATCA Yy CHUCTEMHOro ajamMuHuctparopa. KabuHeTsl mnoiib3oBaTenei
3aIUparoTCs Ha KIIFOYH.

BepoaTtHOCTh peaii3aluy yrpo3bl — MaJ0BEpPOSITHA.

Bw1600 u3 cmposa y3noe IIBM u kananoe ceasu

¥Yrpo3sa ocymectBuserca nyrem HCJl BHEIIHMMU M BHYTPEHHUMU HAPYLIUTEISIMA B
MIOMEILEHHUS], TJe pacnoynoxeHbl aneMeHTsl UCITIH u mpoXoasT KaHalbl CBSI3H.

B VYupexnaenun BBeIEH KOHTPOJb AoCTyna. Killoum OT CEpBEPHOTO IMOMEIICHUSA
YUPEXKACHUS XPaHATCS y CHUCTEMHOro ajamMuHuctparopa. KabuHeTsl mnoiib3oBaTelnei
3aIUparoTCs Ha KIIFOYH.

BeposATHOCTh peani3anuu yrpo3sl — MaJ0BEpPOSITHA.

Hecankuyuonupogannoe omiinioueHue cpeocmae 3aujumeal.

¥Yrpo3sa ocymectiserca myrem HCJl BHEIIHUMHY M BHYTPEHHUMHU HAPYLIUTEISIMH B
MOMEIIEHUSIX, TJIe PacIoiokKeHbl cpencTBa 3amutsel MCITIH.

B VYupexnenun BBeIeH KOHTpOJb AocTyna. KilFouum OT CEpBEPHOr0 NMOMELICHUS
VUPEKICHUST XPAHATCA y CHUCTEMHOro aaMuHuctparopa. KaOuueTbl moJsib3oBatesnei
3anuparoTCs Ha KITFOUH.

Bo3moxxHOCT OTKIIIOUEHUS]T WM u3MeHeHus: Hactpoek C3M  mosb3oBartenem
3ampemnieHa. Hacrtpolika cpenctB pasrpanuueHus pgoctyna k pecypcam  MCIIIn
MIPOU3BOJIUTCSI CACTEMHBIM aIMUHUCTPATOPOM.

BeposiTHOCTH peanu3aiuu yrpo3bl — MaJ0BepPOsAITHA.

5.5.2.2 VYrpo3sl XHUIlleHUSl, HECAHKIUOHUPOBAHHON MOAU(PUKANMUU HJIH
O010kMpoBaHusi MHpopManMu 3a cYeT HecaHKUMOHMPOBaHHOro gaocryna (HCI) c
NPUMEHEHUEM MPOrPAMMHO-ANMNAPATHLIX U NMPOTrPAMMHBIX CPeACTB (B TOM 4YHCIE
NMPOrpaMMHO-MaTEMATHYECKUX BO3/1eCTBHIA)
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Jeiicmeus epedonocnvlx npozpamm (6upycoa).

[IporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBUE - 3TO BO3JAECHCTBHE C MOMOIIBIO
BPEJOHOCHBIX Iporpamm. [IporpamMmoii ¢ NOTEHIMAIBHO OMACHBIMU MOCJIEICTBUSIMHU WA
BPEJAOHOCHOW mporpaMMoi (BUpPYCOM) Ha3bIBalOT HEKOTOPYHD CaMOCTOSATEIbHYIO
nporpammy (HaOOp HMHCTPYKLHIA), KOTOpas CHOCOOHA BBINOJHATH JII000€ HEMyCTOoe
MOJIMHOXECTBO CJIECTYIONINX (PYHKIUI:

- CKpbIBaTh IPU3HAKU CBOETO NPUCYTCTBUA B IPOTPAMMHOM CPEAE KOMITBIOTEPA;

- o0samaTh CMOCOOHOCTBHIO K CaMOAYyOJMPOBAHUIO, ACCOIMHPOBAHUIO CEOST C
IpYrUMU TMporpaMMamMu U (WIM) TEpPeHocy cBoMX (ParMeHTOB B HWHBIE 00JIacTu
OTNIEPAaTUBHOM WJIM BHEIIHEH MAMSITH;

- paspymath (MCKaxaTh MPOU3BOJILHBIM 00pa30M) KOJ IPOrpaMM B OIlEpaTUBHOM
MaMsITH;

- BBINOJHATH 0€3 MHULIMUPOBAHUS CO CTOPOHBI MMOIB30BaTENS (TI0JIb30BATEIBCKOM
mporpaMmMbl B IITATHOM PEXKHUME €€ BBINOJHEHUS) JECTPYKTHBHBIE (GYHKIUU
(KomupoOBaHMsI, YHUUTOKEHHUSA, OJTOKUPOBAHUS U T.I1.);

- COXpaHATh (pparMeHThl MH(GOPMALMK U3 ONEPATUBHOW MaMSITH B HEKOTOPBIX
00JIacTsX BHEIIHEW MaMsITH MPSIMOTo JTOCTyIa (JIOKAIbHBIX WIIN yIaJICHHBIX );

- HMCKaXXaTh MPOU3BOJILHBIM 00pa30oM, OJIOKUPOBATH U (UJIN) TOJIMEHSTh BEIBOAUMBII
BO BHEIIHIOK TMaMsTh WIM B KaHaJI CBSI3M MAacCUB HMHQOpMaMU, OOpa30BaBIIUIICS B
pe3ynbTaTte paboThl MPUKIAJAHBIX TPOTrPaMM, WIH YK€ HaXOSIINECs BO BHEIIHEH MaMsaTu
MacCHBBI JaHHBIX.

B Vupexnenun Ha Bcex snementax MCII/IH ycTaHOBi€Ha aHTUBUPYCHAs 3alluUTa,
MOJI30BATENH MPOMHCTPYKTUPOBAHBI O MEpax MPEJOTBPAILEHUS BUPYCHOTO 3apaKeHUS.

BepoATHOCTh peasin3aluu yrpo3bl — 26/14€mcsa HU3KOU.

Heoexnapuposannwvie 6o3modxcnocmu cucmemnozo IO u 110 ona obpadomku
NepCcoHAIbHBIX OAHHDBIX.

HenexnapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJbHbIE BO3MOYKHOCTH CPEACTB
BBIYMCIUTEILHON TEXHUKH, HE OMUCAHHBIE WJIM HE COOTBETCTBYIOIIME OINHCAHHBIM B
JOKYMEHTAI1H, npu UCIOJIb30BAaHUU KOTOPBIX BO3MOKHO HapyllIeHue

KOH(DHICHIIMATEHOCTH, IOCTYITHOCTH WJIH 1IEJIOCTHOCTH 00pabaThiBaeMOM HMH(POPMAIIUH.
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BeposTHOCTB peanu3anuy yrpo3bl OBBIILIASTCS:

- IIPU YBEJIMYECHUH 3JIEMEHTOB, B TOM uncie nporpaMmmuoro ooecneuenust, MCII/IH;

- IIPU YBEJIUYECHUH Ynca QyHKIUOHAIBHBIX CBA3EH MEXY 3JIEMEHTAMH;

- HUIMYMM TOJKIIOYEHUS] K CEeTsIM oOLIero Joctyna U (WIM) MEXIYHapOJHOTO
oOMeHa.

OO0O0O01IEHHBINM CIMCOK BEPOATHOCTH peaan3aluuu yrpo3 Juist pasHeix tunoB MCIIx

IpeACTaBJIieH B TabuIIe 5.

Tabmuua 5
Koadd. BepositHOCTH
BeposTHOCTB peanusanuun
Tun UCITAn ——— peanu3anyu yrpos3sl
HapYIIUTEIIEM

AptonomHas MC | tuna MaJIOBEPOSTHAS 0
AptonomHas VIC |l Tuma MaJIOBEPOSTHAS 0
AstonomHas VC Il Tuna MaJIOBEPOSATHAS 0
AtonomHas MIC IV tuna MaJIOBEPOSTHAS 0
Asronomuas MC V tuna MaJIOBEpPOSITHAS 0
AtonomHuas MIC VI tuna MaJIOBEPOSTHAS 0
JIMC | Tima MaJIOBEpPOSITHAS 0
JIUC Il Tuna HU3Kas 2
Pacnipenenennas MC | tTuna HU3Kast 2
Pacnpenenennas MC |l Tuna HU3Kas 2

B ciydae ecnu B 00paboTke mepcoHaNbHBIX AaHHBIX ydacTByeT IO coOGcTBeHHOM
pazpabdotku unu crangaptHoe I10, qopaGoTaHHOE MO HYXIbl YUPEKIACHHUS, TO CICIYET
MOBBICUTH 3HAYEHUE BEPOSATHOCTH peasu3allii YIPO3bI:

- mist Beex tunoB UCII/H, kpome ABToHOMHas VIC | Tuma, Ha mopsaoK;

- niist Pactipenenennoit C |l Tuma Ha aBa nopsiaka.

B nannowm ciyvae paccmarpuBaercs Jlokansnas UC |l Tuna.

BeposTHOCTh peanuzanuu yrpo3bl — ABJISETCH HU3KOM.

Yemanoexa 110 ne céazannozo ¢ ucnoinenuem cayyiceOHvix 00a3annocmeint

VYrposa OCYILIECTBIISIETCS nyTeM HECaHKIIMOHUPOBAHHOMN YCTaHOBKHU
[TIOBHYTpEHHUMH  HApYIIUTEISIMH, 9TO  MOXET TMPUBECTH K  HaAPYIICHUIO

KOH(HUIEHIIUAIBHOCTH, 11EJIOCTHOCTH U JocTynmHocTH Beer MCII/IH unu ee 31eMeHTOB.
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B YupexaeHnuu BBeIeHO pa3rpaHUUeHHE MTpaBaMu MoJb30BarTesneit Ha yctaHoBKy [10
Y OCYIIECTBIIACTCS KOHTPOJIb, MOJIB30BATEIN IPOMHCTPYKTUPOBAHBI O MOJUTUKE YCTAHOBKHU

I10.

BeposiTHOCTB peanu3aiuu yrpo3bl —MaJ0BepOSITHA.

5.5.2.3 Yrpo3sl He npeJHAMEPEHHbIX AeCTBUH MM0JIb30BaTe/Iell 1 HAPYUICHUM
oesonacHocT pynxkunonnpoBanuss UCII/In u C3II/In B ee cocTraBe mu3-3a cO0eB B
NMPOrpaMMHOM oO0ecreYeHHMH, a TaKKe OT YIP0o3 HEAHTPONMOreHHoro (cboeB
annapaTypsl N3-32 HEHA/IeKHOCTH 3JIEMEHTOB, C00€B 3JIeKTPONMTAHNS) U CTUXHITHOTO
(ynapoB MOJIHHUIA, I0KAPOB, HABOAHEHHUI U T.II.) XapaKTepa

Ympama xknroueii u ampuoymoe oocmyna.

VYrpo3a MOXKET OCYHIECTBISATHCSA 3a CUET YEJIIOBEUECKOIro (pakTopa Mosb30BaTENeH
UCIIIH, KOoTOphIE HApYWIAIOT MOJIOKEHUS MAPOJIbHOM MOJUTHKH B YAaCTH HUX CO3JAHUS
(co3maroT Jerkue Uiy MyCcThle Mapoju, HE MEHSIOT MapOoJIu MO UCTEYEHUN CPOKA UX KU3HU
WM KOMIPOMETALUU U T.II.) U XpaHEHUs (3alKChIBAIOT MMapoJid Ha OyMa)KHbIE HOCUTEINH,
nepearoT KI0YH I0CTyIIa TPEThUM JIULAM U T.I1.) UJIM HE OCBEAOMJIEHBI O HUX.

B Vupexnenun BBeieHa mapoibHas MOJIMTHKA, MPEIycMaTpUBAIOUIasi CIOXKHOCTb
MapoJisi U MEPUOJIUYECKYIO €r0 CMEHY, BBEEHA IMOJIUTHKA «YUCTOT0 cTojay. Ilonbp3zoBaTenu
IIPOMHCTPYKTUPOBAHbl O MNAapOJIbHOW IOJIUTUKE M O JEHCTBHUAX B CIy4dae yTpaTbl WIN
KOMIIPOMETALMU TTapOJIEH.

BeposTHOCTh peanuzanuu yrpo3bsl — fIBJSETCH HU3KOM.

Henpeonamepennasn Moougpukayusn (yHuumooscenue) uHgopmayuu
COMPYOHUKOM.

Yrpo3a MOXKET OCYIIECTBISATHCS 3a CUET YeJIOBEYECKOro (pakTopa mosb3oBaTenei
NCIIIH, KoTOpble HApYLIAIOT MpaBuiia padoThl ¢ KOH(UIEHINATLHON HHPOPMALIUEH.

[lepen Hauamom pabOThl KaXIblid MOJB30BaTENb H3y4yaeT HWHCTpyKUHUIO
nosib3oBaTens. B YupexaeHuum — OCyIIECTBISIETCA  PE3€pPBHOE  KONMMPOBAHUE
oOpabatbiBaembIXI[/IH, moap30BaTenn NPOMHCTPYKTUPOBaHbI 0 padote ¢ UCIT/IH.

BeposTHOCTB peanu3annuy yrpo3bl — MaJ0BEPOsATHA.

Henpeonamepennoe omkniouenue cpeocme 3aujumol
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VYrpo3a ocymiecTBIsIeTCs 3a CUET EUCTBUS YEJIOBEYECKOTo (pakTopa mojab3oBarenei
WUCTI/IH, xoTopble HapylIaroT MOJOKEHUs NpHHATHIX mpaBun pabdotrel ¢ WCIIIx u
CPEACTBAMM 3aIUTHI WJIM HE OCBEJOMIIEHBI O HUX.

B VupexaeHun BBeIEH KOHTPOJb JOCTyIla B KOHTPOJHMPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK, OCYILECTBIISIETCS pa3rpaHUYEHUE TOCTyIa K HACTPOMKAM PEKUMOB
CPEJICTB 3alIMThI, IOJIB30BATENId IPOUHCTPYKTUPOBaHbI 0 padote ¢ MCII/H,

BepoaTHOCTh pealii3alyy yrpo3sl - MAJI0BEPOSITHA.

Bvixo0 u3z cmposa annapamuo-npozpammusix cpeocmae

VYrpo3a ocCyliecTBIs€TCA BCIEACTBUE HECOBEPIICHCTBA AaIapaTHO-IIPOTPAMMHBIX
CPEACTB, U3-3a KOTOPBIX MOXKET MPOUCXOAUTh HAPYIICHHE LEIOCTHOCTH U JTOCTYITHOCTH
3amuIaeMoi nHdopMaiuu.

B VupexnenunocyuiecTBisercs pe3epBHOE KOMUPOBaHUE UH(POPMALIHHL.

BepoATHOCTh peasn3anyu yrpo3sl — MaJ0BEpPOSITHA.

Cooiut cucmembwl 31eKMpPOCHADICEHUA

¥Yrposa OCYILECTBIISIETCS BCJICJICTBUE HECOBEPILICHCTBA CUCTEMBI
ANIEKTPOCHAOKEHUS, HU3-32 YEro MOXXET MPOUCXOJUTh HApYLIEHUWE LEJOCTHOCTU U
JOCTYITHOCTH 3alUIaeMoi HH(OpMAaIuu.

B Vupexnaenun ko Bcem kitroueBbIM dsemenTaM MCITJIH noakIo4eHbl HCTOYHUKN
OecriepeOOHOTO MUTAaHUS U OCYILIECTBIISIETCS PE3EPBHOE KOMMPOBAaHUE HH(POPMAIUH.

BeposTHOCTh peanu3anuu yrpo3bl — MaJ0BepPOSITHA.

Cmuxuiinoe oeocmeue

VYrpo3a ocylecTBiIseTCs BCIEACTBUE HECOOIIOIEHUS! MEP MOKapHOH O€30MaCHOCTH.

B  VupexpaeHun yCTaHOBJIEHA TMOXKApHAas  CUTHAIM3AIMSA,  IOJIb30BATEIN
MIPOMHCTPYKTUPOBAHBI O ICMCTBUSX B ClIy4yae BOBHUKHOBEHHSI BHEIITATHBIX CUTYaIIUH.

BGPOHTHOCTL pcair3anun YIrpo3bl — MAJOBECPOSATHA.

5.5.2.4 Yrpo3sl npeaHaMepeHHbIX 1eiiCTBMI BHYTPEHHUX HApPyLIHUTe el

Jocmyn k ungpopmayuu nuy, ne donyuieHHbIX K ee 00padomke



31

VYrpo3a ocymectisiercsi myreM HCJl BHEIHUX HapylmiuTesied B MOMEILICHUS, TIe
pacnionoxensl daemeHTsl UCIIJIH U cpencTBa 3amuThl, a Tak XK€ MPOUCXOAMUT padboTa
ITOJIb30BATEIIEH.

B VupexaeHun BBeIEH KOHTPOJb JOCTyIla B KOHTPOJHMPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK.

BepoaTHOCTh peali3alui yrpo3bl — MaJ0BEPOSITHA.

Pazznawenue ungopmayuu, moougukayusn, ynuumosceHue compyoHuUKamu
0ONYyWeHHBIMU K ee 00pabomke

VYrpo3a ocymiecTBIsIETCs 3a CUET NEUCTBUSI YeIOBEYECKOro (pakTopa mojab3oBarenei
HUCIIIH, KoTOpble HapylmaroT TOJOXEHHs O Hepas3[ialeHuu oOpabaTbiBaeMon
MH(}OpMaAIUKU WIH HE OCBEJOMIIEHBI O HUX.

B YupexxneHun noiab30BaTeN OCBEJOMIIEHBI O MOPSAJIKE pabOThI C NEPCOHATBHBIMU
JAHHBIMH, a TaK ke noanucany CoryialieHue O Hepas3TiIallleHUH.

BGPOHTHOCTB peain3alu YIrpo3bl — ABJIACTCH HHU3KOM.

5.5.2.5 Yrpo3bl HeCAHKIMOHUPOBAHHOIO J0CTYIIA 10 KAHAJIAaM CBA3U

B cootBetcTBUM ¢ « TUTIOBOM MOJIENBIO YTPO3 O€30MACHOCTH MEPCOHANIBHBIX TAHHBIX,
obOpabatbeiBaembix B pacnpeaeneHHbix UCII/IH, uMeronmx noAKII0UeHHE K CETSIM OOIIero
MOJIb30BaHUsI W (WJIM) MEXKIyHapOAHOTro WHGPOPMAIMOHHOTO oOMeHa» (1. 6.6.bazoBoi
MoOJAeNu yrpo3 O€30MacHOCTH TMEPCOHANBHBIX JaHHBIX TMPU HUX 00paboTke B
MH(QOPMAITMOHHBIX CHUCTEMaxX TMEPCOHAJIBHBIX JAHHBIX, YTBEPKIACHHON 3aMECTUTEIEM
mupektopa @CTIK Poccum 15 despans 2008 r.), mist UCII[IH MoXHO paccMaTpuBaTh
CIEAYIOIIUE YIPO3bl, pEANM3yEMbIE C HCIOJIb30BAHUEM IPOTOKOJIOB MEKCETEBOTO
B3aNMOJECHCTBUS:

- yrpo3a «AHanm3 ceTeBoro Tpaduka» ¢ nepexsatom nepenaBaemoit u3 UCIIH u
MPUHUMAEMOM U3 BHELIHUX CeTel MHpOpMaluu;

- yTpO3bl CKAaHUPOBAHUSA, HAIMPABJICHHBIE HA BBISIBICHUE TUIA WJIA THIIOB
MCIIOJIb3yEMBIX OTEPAIMOHHBIX CHUCTEM, CETEBBIX ajpecoB paboumx crtaniuit WCIIJIH,
TOIOJIOTUU CETH, OTKPBITHIX MOPTOB U CIY>KO, OTKPBITBIX COSAUHEHUM U JIp.;

- YIPO3bl BBISIBJIEHUS MIAPOJIEH IO CETH;
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- YIpO3bl HaBS3bIBAHUE JIOKHOTO MapLIpyTa CETH;

- YIpO3bI MOJMEHBI JIOBEPEHHOTO 00BEKTA B CETH;

- Yrpo3bl BHeIpeHus J0KkHOTro o0bekTa kak B UCII/IH, Tak 1 BO BHEIIHUX CETSX;

- yrpo3bl Tumna «OTka3 B 00CIyKUBAaHUN;

- YIPO3bl YIAJIEHHOTO 3aITyCKa IPUII0KECHUM;

- YIpO3bl BHEIPEHUS 10 CETH BPEIOHOCHBIX IIPOTPAMM.

Yepo3za «Ananusz cemesozo mpaghuxa»

Orta yrpo3a peanu3yercs C MOMOILIBIO CIEHHAIBHON NpPOrpaMMbl-aHaIN3aToOpa
naketoB (Sniffer), mepexBaTpiBaromiell Bce MakeThl, MepegaBaeMbIe MO CETMEHTY CETH, H
BBIJICJISIFONIEH Cpelli HUX T€, B KOTOPBIX NMEPEAAlOTCA UIECHTU(PHUKATOP MOIb30BATENS U €r0
naposib. B xoze peanuzanuu yrpo3sl HapyIIUTENb:

- u3yvaet Joruky padotsl UCIIJIH - TO ecTh CTpEeMUTCS MOJYYUTh OJHO3HAUYHOE
COOTBETCTBHUE COOBITUIA, TPOUCXOAIINX B CUCTEME, U KOMaH], IEPEChUIAEMBIX IIPU 3TOM
XOCTaMH, B MOMEHT IMOSIBJICHMsS JaHHbIX COOBITUHA. B nanpHelmieM 3TO MO3BOJSET
3JIOyMBIIUICHHUKY Ha OCHOBE 33JaHUsl COOTBETCTBYIOIIMX KOMAHJ MOJY4YHUTh, HAIIPUMED,
IIPUBWIETUPOBAHHBIC TIPaBa HAa JIEUCTBUSA B CUCTEME WM PACIIMPUTH CBOU ITOJIHOMOYHS B
HEH;

- IEPEXBATHIBAET TOTOK IMEPEAABAEMbIX JAaHHBIX, KOTOPHIMH OOMEHHBAIOTCS
KOMIIOHEHTBI CETEBOM OINEPAIIMOHHON CUCTEMBI, JUIsl U3BJI€UEHUS KOHPUACHIINAIbHONW WU
UeHTU(UKAITMOHHON HH(pOpMalUK (HampuMep, CTAaTUYECKUX MMapoJIei oJIb30BaTeNNe s
J0cTyna K yAaJeHHbIM xocTaM 1o npotokoiam FTP u TELNET, ne npenycmatpuBaronmx
mudpoBaHue), ee MOJAMEHbI, MOAU(PUKALIUA U T.11.

Ilepexseam 3a nepedenamu KOHMPOIUPYEMOIL 30HbI.

Ecnu B Yupexxnenun oOpabarsiBaemble [1/[H He mepechlialoTes Mo CeTsiM 00IIero
MOJIb30BaHUS U MEXIYHAapOJHOTO OOMEHa, TO BEPOSTHOCTb pealU3alMd yrpo3bl —
SIBJISIETCH MAJIOBEPOSITHOM.

Bo Bcex apyrux citydasx 10JKHA ObITh OLEHEHA BEPOSITHOCTh pealn3alii yIpo3bl.

OO0O0OIIEHHBIN CTUCOK BEPOSATHOCTH peaiu3anuu yrpo3 s pasabix tumnos UCIIH
MpeACTaBIIEH B Ta0IUIE 6.

Taomura 6
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Koadd. BepostHOCTH
BeposarHocTh peanuzanuu
Tun UCITIH yIPO3BI peanu3anuu yrpo3bl
HapYIIATEIIEM

Asronomuas MC | Tuna MaJIOBEpPOSITHAsS 0
AptonomHuas UC |l tuna HU3Kast 2
AstonomHas VC Ill Tuna MaJIOBEPOATHAS 0
Astonomuas UC IV tuna HU3Kast 2
Asronomuas MC V tuna MaJIOBEpPOSITHAs 0
Aronomuas C VI tuna HU3Kast 2
JIMC | Tuma MaJIOBEpPOSITHAs 0
JINC Il Tuna HU3Kas 2
Pacnipenenennas MC | Tuna MaJIOBEpOSATHAS 0
Pacnpenenennas MC |l Tuna HU3Kas 2

B namem ciyuae, npenmnonaraercs Jlokanpaas UC Il tumna.

BeposATtHOCTh peann3alivy yrpo3sl — ABJIAETCH HU3KOM.

Ilepexseam 6 npedenax KOHMPOAUPYEMOUL 30HbL 6HEUIHUMU HAPYUWIUM ENAMU

B VupexzaeHuun BBeIEH KOHTPOJIb JOCTyIla B KOHTPOJMPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK.

BeposATtHOCTh peai3aliy yrpo3sl — MaJ0BEpPOATHA.

Ilepexeam 6 npedenax KOHMPOIUPYEMOU 30Hbl GHYMPEHHUMU HAPYULUM EAMU.

B Vwupexnenun BBEAEH KOHTPOJIb JOCTyNa B KOHTPOJHMPYEMYIO 30HY, JIBEPHU
3aKpBIBAKOTCS HA 3aMOK

BepoaTHOCTh peain3aluy yrpo3bsl — MaJ0BEpPOSITHA.

Yeposza «Ckanuposanue cemuy ¢ nokanvnoi cemu.

CymHocTh mpouecca peaau3aldyd Yrpo3bl 3aKI0YaeTcs B Iepefade 3arpocoB
cereBbiM cayxk0am xoctoB UMCII/IlH u ananu3e oTrBeToB OT HUX. Llenb - BbIsIBICHUE
HCIOJIb3YEMBIX MPOTOKOJIOB, IOCTYITHBIX IOPTOB CETEBBIX CIIYK0, 3aKOHOB (HOPMHUPOBAHMUS
UJCHTU(PUKATOPOB COENMHEHUHM, ONpENElIeHUE aKTUBHBIX CETEBBIX CEPBHCOB, MOJI00D
UeHTU(UKATOPOB U MapoJsiel moiab3oBareneil. Peanuszanus qaHHOW yrpo3bl B JIOKAJIbHOU
CeTH HanboJiee BEpOsiTHA CO CTOPOHBI BHYTPEHHETO HAPYIIUTEIIS.

Ecnu B Yupexxnenun oOpabarsiBaemble [1/[H He mepechuiatoTcs Mo ceTsiM 00IIero
MOJIb30BAaHUSI W MEXAYHApOJHOTO OOMEHa, TO BEPOSITHOCTh pealu3aluyd yrpo3bl —
SIBJISIETCSH MAJIOBEPOSITHOIA.

Bo Bcex npyrux ciydasix 10KHA OBITh OLIEHEHA BEPOSTHOCTh Peau3alii YIPO3bl.
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OO06001IeHHBIN CITUCOK BEPOSITHOCTH peanu3aiiuu yrpo3 ais pa3ueix TunoB UCIIIx

npeJcTaBieH B Tabnuie 7.

Tabmuua 7

BeposTHOCTS Koadd. BeposiTHOCTH
Tun UCITIH peanu3anuu yrpo3bl

peau3alnuu yrposbl

HapYIIUTEIEM

AstonomHas IC | tuna MaJIOBEPOSITHAS 0
Aptonomuas VC Il Tuma MaJIOBEPOSITHAS 0
Aptonomuas VC III tuna MaJIOBEPOSITHAS 0
Astonomuas UC IV tuna MaJIOBEpPOSITHAS 0
Aptonomuas UC V tuna MaJIOBEPOSITHAS 0
Asronomuas UC VI tuna MaJIOBEPOSITHAS 0
JINC I Tuma MaJIOBEPOSITHAS 0
JINC 11 Tuna MaJIOBEPOSATHA 0
Pacnipenenennas VIC I tuna MaJIOBEpOSATHAS 0
Pacnpenenennas MC 1l Tuna HU3Kas 2

CereBoe obOopynoBanue, nmpumensemoe B MCIIH, pa3memaercs B CIyKEOHBIX
IIOMEIIEHUSIX B IPEAesiax KOHTPOJIUPYEMOU 30HBI. [[OCTyn B cepBEpHBIE NMOMELICHUS U
MTOMEILIEHHUS Y3JI0B CBA3U Pa3peIICH TOJIbKO OTPAaHUYEHHOMY KPYTY JIHII.

B namewm cinyuae numeem: Jlokansnas MC II tuna.

BepoaTHOCTh peann3anuy yrpo3sl — MaJ0BEpPOSITHA.

Yeposza eviaenenua napoaneit.

Lenp peanuzamuu yrpo3sl coctouT B nomydeHnn HCJ[ myrem mnpeoposieHus
MTapOJIbHOM 3aIUTHI. 3JI0YMBIIUICHHUK MOYKET PEaJIU30BbIBATh YyTPO3Y € MOMOLIBIO LEIOTO
psila METOIOB, TaKMX Kak MpOCToil mepedop, nepedop ¢ MCHOIb30BAaHUEM CHEIUAIbHBIX
CIOBapey, YCTAaHOBKAa BPEIOHOCHOM MpOrpaMMbl JUId IepexBara Mapojs, MNOJAMEHa
noBepenHoro oobekra cetu (IP-spoofing) u nepexsar naketos (sniffing). B ocHoBHOM 151
peanu3aiuu  yrpo3bl HMCIHOJIB3YIOTCS CIEIUAlIbHbIE MPOTPAMMbl, KOTOPBIE€ IBITAKOTCS
MOJIYYUTh JOCTYI XOCTY MYTEM MOCIEI0BAaTENbHOTO oA00pa naponieil. B ciyvae ycnexa,
3JIOYMBITIUICHHUK MOXET CO37aTh IS CeOsl «IpoXoy i OyAyIIero J0CTyIa, KOTOPBIA
OyZIeT AecTBOBaTh, 1a)Ke €CJIM Ha XOCTe U3MEHHUTD MapoJib JOCTYIA.

Ecnu B Yupexxnenun oOpabarbiBaemble [1/[H He mepechlialoTcs Mo ceTsM 00IIero
MOJIb30BAHUSI W MEXIYHAPOJHOTO OOMEHa, TO BEPOSTHOCTh peaTu3allid yrpo3bl —

SIBJISIETCH MAJIOBEPOSITHOIM.
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Bo Bcex npyrux ciydasx J0JKHa ObITh OLIEHEHA BEPOSTHOCTh pean3alluil yTpo3bl.
OO00OUIEHHBIN CIUCOK BEPOATHOCTH peanu3alnuu yrpo3 s pasHeix tunos UCIIIH

npeJcTaBjIeH B Tabmuuie 8.

TaOmuma 8
Koadd. BepostrocTn
BepostHocTs peanuzanuu
Tun UCITn yTPO3BI peanu3anuu yrpo3bl
HapyHIUTEIEM

Asronomuas MC | Tuna MaJIOBEpPOSITHAs 0
AtonomHas VC Il tTuna HU3Kas 2
AtonomHas VC Il Tuna MaJIOBEPOSTHAS 0
Astonomuas VC IV tuna HU3Kas 2
AptonomHuas MIC V tuna MaJIOBEPOSTHAS 0
Astonomuas VIC VI tuna HH3Kas 2
JINC | Tuna MaJIOBEPOSTHAS 0
JIUC Il Tuna HU3Kas 2
Pacnipenenennast UC | Tuna MaJIOBEPOSATHAS 0
Pacnpenenennas MC Il Tuna cpeaHsis 5

CeteBoe obOopynoBanue, npumensemoe B MCII/IH, pa3memaercss B Ciy>KeOHBIX
MMOMEIIECHUSIX B TIpEAesiaXx KOHTPOIUPYEeMOW 30HBIL. [[oCTyn B cepBEpHbIE MOMEILICHUS U
MTOMEILEHHUS Y3JI0B CBA3U Pa3peIICH TOJIbKO OTPAaHUYEHHOMY KPYTY JIHII.

B namem cinyyae Jlokanenas VC |l Tuma.

BeposaTtHoCTh peaii3aluu yrpo3bl — HU3Kasi BEPOATHOCTD.

Yepo3wt nasazvieanue noscrnozo mapwpyma cemu

JlanHas yrpo3a peaqu3yeTcs OJHUM U3 JBYX CIIOCOOOB: IMyTEM BHYTPUCEIMEHTHOTO
WM MEKCETMEHTHOTO HaBs3bIBaHUS. BO3MOXKHOCTh HaBSI3bIBaHUS JIOKHOTO MapIipyTa
00yCIJIOBJIEHAa HEOCTATKAMU, TPUCYLIMMHU aJArOpUTMaM MapHIpyTHU3alKuy (B YaCTHOCTH U3-
3a MpoOJieMbl UACHTHU(UKAIIMKA CETEBBIX YMPABIAIONINX YCTPOWCTB), B PE3YJIbTATE YETO
MOYHO TONAacTh, HAIIPUMEP, HA XOCT WU B CETh 3JIOYMBINIJIEHHUKA, T/1€ MOKHO BOWTH B
ONEPALIMOHHYIO cpelly TexHuueckoro cpenacrsa B cocrtaBe MCII/H. Peanuzanuu yrpo3ss
OCHOBBIBAETCSI Ha HECAHKIIMOHUPOBAHHOM MCIOJIb30BAHUU MPOTOKOJIOB MaplIpyTU3alUU
(RIP, OSPF, LSP) u ynpaBnenust cetbto (ICMP, SNMP) mist BHeceHHSI M3MEHEHHUI B
MapuipyTHO-aapecHbie Ta0auibl. [Ipy 3TOM HapymuTen0 He0OX0IMMO MOCIATh OT UMEHU
CETEBOr0 YIMPABJISIIONIETO YCTPOMCTBA (HAmpUMeEp, MapHIpyTHU3aTOpa) YIPaBISAIOIIEE

COOOIIEHHUE.
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Ecou B Yupexnenun oOpabateiBaemble [1/[H He mepechuUIaroTCs MO CETSM 00IIero
MOJIb30BAHUSI W MEXAYHApOJHOIO OOMEHa, TO BEPOSTHOCTh pEAIU3aluUd yrpo3bl —
SIBJIETCH MAJIOBEPOSITHOM.

Bo Bcex apyrux ciydasix 10JKHA OBITh OLEHEHA BEPOSITHOCTD PEAIM3allid YTPO3BI.

OO0O0OUIEHHBIN CIIUCOK BEPOSITHOCTU peaM3aliu yrpo3 ais pasHeix thunos UCITH

npeAcTaBiieH B Tabmuiie 9.

Ta0muma 9
Koadd. BepostrocTn
BeposTHOCTB peanusanuun
Tun UCITn YIPO3I peanu3anuu yrpo3bl
HapyHIUTEIEM

Asronomuas MC | Tuna MaJIOBEPOSITHASI 0
AptonomHas VIC |l Tuma MaJIOBEPOSTHAS 0
AstonHomHas UC Il Tuna MaJIOBEPOSATHAS 0
AstoHomHasg UC IV tuna MaJIOBEPOSATHAS 0
AptonomHuas MIC V tuna MaJIOBEPOSTHAS 0
AstoHomHasg C VI tuna MaJIOBEPOSATHAS 0
JINC | Tumna MaJIOBEPOSATHAS 0
JIMC Il Tuna MaJIOBEpPOSITHAS 0
Pacnpenenennas C | Tuna MaJiOBEpOSITHAS 0
Pacnipenenennas MC Il Tuna HU3Kast 2

B namewm cnyuyae Jlokanenas MC II tuna.

BeposiTHOCTB peanu3aiu yrpo3sl — MaJ0BepoOsiTHA.

Y2po3vt noomenwvt ooéepennozo oo6vekma

Takast yrpo3a 3(ppeKTUBHO peanu3yeTcs B CHUCTEMax, B KOTOPBIX MPUMEHSIOTCS
HECTOMKHE alrOpUTMbl HACHTU(PUKALMY U ayTEeHTU(UKAIIMU XOCTOB, [10JIb30BATENEH U T. 1.
[lox noBepeHHBIM OOBEKTOM MOHUMAETCS OOBEKT CETH (KOMIBIOTEP, MEXCETEBOUM IKpaH,
MapIIpyTU3aTOp U T.I1.), JIETaJIbHO MOAKIIOUEHHBIN K CEpBeEpy.

MoryT ObITh BbLAENEHBI JBE PA3HOBHIHOCTHU MpOIecca pealu3alud yKa3aHHON
YIPO3BI: C YCTAHOBJICHUEM U 0€3 YCTAaHOBJIECHUS! BUPTYAIILHOTO COCTUHEHHS.

[Tpoiecc peanuszanuu C yCTaHOBJICHHEM BUPTYaJIbHOIO COEIUHEHHS] COCTOUT B
MIPUCBOCHUU TIPaB IOBEPEHHOTO CyOBEKTa B3aMMOACHUCTBHUSA, YTO MO3BOJICT HAPYITUTEITIO
BECTU CeaHC pabOThl ¢ OOBEKTOM CETM OT MMEHU JI0BEPEHHOro cyObekTa. Peanuszanus
yrpo3bl JaHHOTO THIA TpeOyeT TMpEeoJOJIEHUs CHUCTEMbl HUACHTU(DUKAIMK U

ayreHTH(UKaMu coolrieHni (Hanpumep, ataka rsh-ciayx0oer UNIX-xocra).
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[Ipouiecc peanuzanuu yrpo3bl 0€3 yCTaHOBJICHHUS BUPTYaJIbHOTO COSAMHEHUS MOXKET
UMETh MECTO B CETSX, OCYIIECTBIIIONIMX HACHTU(UKALNIO TMEepeaBaeMbIX COOOIIEHUN
TOJIBKO TIO ceTeBOMYy ajapecy oTnpaBuTens. CyIIHOCTh 3akKjIOYaeTcs B Iepefaye
CIIyKEOHBIX COOOIIEHWI OT MMEHHM CETEBBIX YIPABISAIOUIMX YCTPONCTB (Hampumep, OT
MMEHU MapUIpyTU3aTOPOB) 00 U3MEHEHUN MapIIPYyTHO-aIPECHBIX JaHHBIX.

B pe3ynbraTe peanuzanvi yrpo3bl HApYUIMTENb MOJy4YaeT IpaBa JAOCTyIa K
texanueckomy cpenctsy MCII/IH - uenu yrpos.

Ecnu B Yupexxnenun obpabarsiBaembie [1/[H He mepechuIatoTcs MO CEeTsSM OOIIero
MOJIb30BAaHUSI W MEXKIYHApPOJHOrO OOMEHa, TO BEPOSITHOCTh pEalIM3allid yrpo3bl —
SIBJISIETCH MAJIOBEPOSITHOM.

Bo Bcex Apyrux ciydasx T0JKHA ObITh OLIEHEHA BEPOSITHOCTD PEAM3alliy YTPO3BI.

OO00011IEHHBIN CIMCOK BEPOATHOCTH peaju3auuu yrpo3 it pazHeix tunoB UCIIx

npejacTasieH B Tabmuie 10.

Tab6mauia 10
Koadd. BepositHoCTH
BepostHOCTB peanusanuu
Tun UCITAn i~ peanu3anyu yrpos3sl
HapyLIUTEIEM

Astonomuas IC | tuna MaJIOBEPOSATHAS 0
AstoHomHas UC Il Tumna MaJIOBEPOSATHAS 0
ApronomHas VC III tTuna MaJIOBEPOATHAS 0
Asronomuas MC IV tuma MaJIOBEPOSITHASI 0
AptonomHasg C V tuna MaJIOBEPOATHAS 0
ApronomHas IC VI tuna MaJIOBEPOATHAS 0
JIUC I Trma MaJIOBEPOSITHAS 0
JIUC 1l Tuna MaJIOBEPOSATHAS 0
Pacnipenenennas VIC I tuna MaJIOBEPOSATHAS 0
Pacnpenenennas UC Il tuna HHU3Kas 2

B namewm cnyuae Jlokanehast MC II Tuna.

BeposiTHOCTH peanu3aluu yrpo3bl — MaJ0BEePOsATHA.

Bueopenue noixicnozo oo6vekma cemu

DTa yrpo3a OCHOBaHa Ha HUCIOJIb30BAaHUU HEJIOCTATKOB AJTOPUTMOB YJAJIEHHOTO
noucka. B ciryuyae ecim 00beKThI CeTH M3HAYAIBHO HE UMEIOT aJIpecHO nHGOopMaIuu IpyT
0 JpyTe, UCTOIB3YIOTCS Pa3JIMYHbIE MPOTOKOJBI YAAJIeHHOTO Toucka (Hampumep, SAP B

cersx NovellNetWare; ARP, DNS, WINS B cersix co crekom mpotokosioB TCP/IP),
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3aKJII0YAIOIMECs B Ilepefadye M0 CETH CIELUAJIbHBIX 3alpOoCOB U IOJYYEHMM HAa HMX
OTBETOB ¢ HCcKoMoW wuH(popmammeir. [Ipu sToM cyiecTByeT BO3MOXKHOCTH IepexBaTa
HapyILIUTENEM ITOMCKOBOIO 3alpoca U BBIIAYMA HA HETO JIOKHOTO OTBETA, MCIIOJIb30BAaHUE
KOTOPOTO TMpPHUBEAET K TpeOyeMOMYy H3MEHEHHMIO MapLIpyTHO-aJpECHbIX JaHHbIX. B
JaNTbHEHIIIEM BeCh MOTOK WH(OPMAIIMU, aCCOIMUPOBAHHBIA C 00BEKTOM-KEPTBOM, OyIeT
IPOXOAUTH YEPE3 JIOKHBIN 0OBEKT CETH.

Ecnu B Yupexnenun obpadarsiBaeMelie [1/[H He mepecbuiatoTcs 0 CeTsM OOLIETo
MOJIb30BAHUSI W MEXAYHApOJHOIO OOMEHa, TO BEPOSTHOCTh pEalU3alud yrpo3bl —
SIBJIAETCH MAJIOBEPOATHOM.

Bo Bcex Apyrux ciydasix 10JKHA ObITh OLIEHEHA BEPOSITHOCTD PEAM3aliy YTPO3BI.

OO00OUIEHHBIN CIUCOK BEPOATHOCTH peaju3aluu yrpo3 ais pasHeix tunos UCIIx

npejcTaBiieH B Tabymie 11.

Tabmuua 11
Koadd. BepostHOCTH
BeposTHOCTB peanusanuun
Tun UCITIH — peanu3annu yrpo3bl
HapyIIUTEIEM

Asronomuas MC | Tuna MaJIOBEpPOSITHAS 0
AptonomHas VIC |l Tuma MaJIOBEPOSTHAS 0
AstonHomHas VC Il Tuna MaJIOBEPOSATHAS 0
Asronomuas MC IV tuna MaJIOBEpOSITHAS 0
Asronomuas MC V tuna MaJIOBEPOSITHASI 0
AsroHomuas MIC VI tuna MaJIOBEpOSITHAS 0
JIUC | Tama MaJIOBEPOSITHASI 0
JIMC Il Tnma MaJIOBEpPOSITHASI 0
Pacnpenenennas VC | Tuna MaJIOBEpPOSITHAs 0
Pacnpenenennas MC |l Tuna HU3Kas 2

B namewm cnyuaeJlokansnas UC 11 tuma.

BeposiTHOCTh peanu3anuu yrpo3bl — MAJ0BEPOATHA..

Yepo3vt muna «Omkas 6 o6cayyicueanuuy.

DT yrpo3bl OCHOBAHBI HA HEJIOCTATKAX CETEBOTO MPOTPAMMHOI0 O0ECIeYeHUSs, €ro
YSA3BUMOCTSIX, TO3BOJISIIONIUX HAPYIIUTEIIO CO3/JaBaTh YCJIOBHUS, KOTJA OIeparioHHas
CUCTEMa OKa3bIBAECTCA HE B COCTOSIHUU 00pabaThIBATh MOCTYMAIOIINE MAKETHI.

MoryT ObITh BBIICIIEHBI HECKOJIBKO Pa3HOBUIHOCTEH TaKUX yTPo3:
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- CKpBITBI OTKa3 B OOCIYy>)KMBaHWHU, BbI3BAaHHBII MPHUBJICUEHUEM YaCTU PECYpPCOB
HUCIIIlH Ha 00pabOTKy MaKeTOB, MEPEeAaBAEMBIX 3JIOYMBINIUICHHUKOM CO CHIDKCHHEM
MPOITYCKHOM CIIOCOOHOCTH KAaHAJIOB CBSI3M, MPOU3BOJIUTEIBHOCTH CETEBBIX YCTPOMCTB,
HapyluieHueM TpeOOBaHUI K BpeMeHU 00paboTKu 3anpocoB. [Ipumepamu peasinzaiuu yrpo3
MoI0OHOTO PoJia MOTYT CIYXHUTh: HANPAaBIECHHBIA IITOPM 3XO0-3alIPOCOB MO MPOTOKOIY
ICMP (Pingflooding), mropm 3ampocoB Ha ycraHoBieHue TCP-coemunenuit (SYN-
flooding), mropm 3anpocoB k FTP-cepsepy;

- SIBHBIM 0TKa3 B 00CITYXMBAaHUH, BbI3BaHHBIN ucuepnanueM pecypcoB UCIIIn npu
00paboTKe TMAaKeTOB, TMepeJaBaeMbIX 3JIOYMBIIUICHHUKOM (3aHATHE BCEH TOJOCHI
MPOITyCKaHUs KaHAJIOB CBsI3H, TIEPEIIOIHEHUE OUepe/ieii 3apocoB Ha OOCTYKUBAHUE), IPH
KOTOPOM JIETaJIbHBIE 3aMIPOCHl HE MOTYT OBITh TMEPEAAHbBI Yepe3 CETh U3-3a HEJOCTYIMHOCTH
Cpelibl mepeiayuu, MO0 MOTy4yaroT 0TKa3 B OOCITYKMBAHUM BBUY NIEPENOIHEHUS O4epeiei
3aMpocoB, TMCKOBOTO MPOCTPAHCTBA TaMATH U T.1. [IpuMepaMu yrpo3 1aHHOTO THUTIA MOTYT
CIIYUTh ITOpM MmKpokoBemnatenbubix [CMP-3x0-3anpocoB (Smurf), HampaBieHHBIN
mtopM (SYN-flooding), mropMm coobiiennii mouTtoBOMy cepBepy (Spam);

- SIBHBIA OTKa3 B 0OCITy)KHBAaHWH, BBI3BAHHBIN HAPYIICHUEM JIOTHUECKOU CBSI3HOCTH
Mexay TexHudaeckum cpenactBamu VCIIH npu mepenade HapymuTeneM YMPaBIISIOMIMX
COOOIICHUI OT MMEHHU CETEBBIX YCTPOWCTB, MPHUBOAAIINX K H3MEHCHHIO MapIIPyTHO-
aapecHbix  nmaHHbiX  (Hanpumep, ICMP  RedirectHost, DNS-flooding) wnu
UJIeHTU(UKAITMOHHON U ayTeHTU(PUKAIIMOHHON HHPOPMAIINH;

- SBHBIH OTKa3 B OOCTY)XWBAaHWH, BBI3BAHHBIN Iepeavyei 370YMBIILICHHUKOM
MaKeTOB C HecTaHJIapTHbIMU aTpuOyTtamu (yrpossl Tumna «Landy», «TearDrop», «Bonky,
«Nuke», «UDP-bomby») wunum wuMmewmUX MIMHY, M[OPEBBIIIAIOIYI0 MaKCUMaJIbHO
JOMYCTUMBIN pa3Mmep (yrposa tumna «PingDeathy), 4To MOXeT MpuUBECTH K COOIO0 CETEBBIX
YCTPOWCTB, YYaCTBYIOIIMX B 0OpabOOTKE 3ampoCOB, MPHU YCIOBUH HAIMYUS OIIMOOK B
porpaMMax, peain3yIouX MPOTOKOJIBI CETEBOTO OOMEHaA.

PesynpTaToM  peanmzanuu  JaHHOW  Yrpo3bl  MOXET CTaTh  HApYIICHHE
paboTOCIIOCOOHOCTH COOTBETCTBYIOUICH CITy>KObI MIPEIOCTABICHHUS YAAJIIEHHOTO JOCTYIA K
IT/In B UCIIIH, nepenaya ¢ 0JTHOTO ajpeca TAKOro KOJIMYECTBA 3alPOCOB HA MOJIKIIOUYCHUE

K TexHu4eckoMmy cpeactBy B coctaBe CII/IH, KOTOpoe MaKCUMalIbHO MOKET «BMECTUTHY
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TpauK (HapaBJIE€HHBIN «IITOPM 3aIIPOCOBY), UTO BJICYET 3a COOOM NEPENOIHEHUE OUEPETU
3apoCcOB M OTKa3 OJHOW M3 CeTeBbIX Ciy’k0 wim mnonHas octaHoBka MCII[IH wu3-3a
HEBO3MOXXHOCTH CHCTEMBI 3aHUMAThCA HUYEM JIPYTHM, KpoMe 00pabOTKH 3aIpOCOB.

Ecnu B Yupexnenun obpadarsiBaeMmble [1/[H He mepecbuiatoTcs 1Mo CeTsM O0IIEero
MOJIb30BAHUSI W MEXAYHApOJHOIO OOMEHa, TO BEPOSTHOCTh pEaIU3alud yrpo3bl —
SIBJIAETCH MAJIOBEPOSATHOM.

Bo Bcex apyrux ciiydasix 10JKHa ObITh OLIEHEHA BEPOSITHOCTD pPealnu3alii yIpO3bl.

OO00OUIEHHBINM CIUCOK BEPOATHOCTH peaju3aluu yrpo3 s pasHsix Tunos UCII/(H

npeAcTaBiieH B Tabnuie 12.

Tabmuua 12
Koadd. BepostHocTH
BeposTHOCTB peanu3anuun
Tun UCITIn — peanu3anuu yrpo3bl
HapyLIUTEIEM

Asronomuas UIC I tuna MaJIOBEpPOSITHAS 0
AsronomHas IC II Tuna MaJIOBEPOSATHAS 0
AstonomHas VC III tTuna MaJIOBEPOSATHAS 0
AtonomHas MC IV tuna MaJIOBEPOSATHAS 0
Asronomuas MC V tuna MaJIOBEPOSITHASI 0
AstonomHas MIC VI tuna MaJIOBEPOSATHAS 0
JINC I Tuna MaJIOBEPOSTHAS 0
JINC 1l Tuna HU3Kas 2
Pacnpenenennas VC 1 tTuna HHU3Kas 2
Pacnpenenennas MC 1l Tuna HU3Kas 2

CepBepsr  MUCII[IH, a Taxxke cermeHtr MWCII/IlH B ydpexIeHMM 3alIUIIECHBI
MEKCEeTEBbIM SKpaHoM. B Hamem cinydae Jlokanbnas UC II Tuma.

BepoaTtHOCTh peasn3alnu yrpo3bl — HU3Kasi BEPOATHOCTD.

Yeposzwvl yoanennozo zanycka npunoscenuii

VYrpo3a 3akirouaercss B crpemiieHuH 3anmyctuTh Ha xocte WCII[H pa3nuunble
MIPEABAPUTEIIEHO BHEAPEHHBIE BPEJOHOCHBIE TPOTPAMMBL: IPOTrPaMMBI-3aKJIaJIKH, BUPYCHI,
«CeTeBbI€ IIMUOHBI», OCHOBHAs I€JIb KOTOPHIX - HapylleHHWE KOH(QUACHIIMAIBLHOCTH,
LEJIOCTHOCTH, TOCTYIMHOCTH MH(POPMAILIMK U MOJHBIM KOHTPOJIb 3a paboToi xocta. Kpome
TOr0, BO3MOXEH HECAaHKIIMOHUPOBAHHBIN 3ayCK MPUKIAJAHBIX IPOTPAMM IOJIb30BATEIIEH
JUI HECAHKIIMOHUPOBAHHOTO TIOJYYEHHUS HEOOXOJUMBIX HAPYIIMTENII0 JaHHBIX, IS

3aIyCcKa ylnpasJiIeMbIX IPUKIAAHON IIPOTPaMMON MPOLIECCOB U JIp.
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BriensroT Tpyu noJkiacca JaHHbIX yIpo3:

pacnpocTpaHeHue (HalaoB, COMAEpKAIMX HECAHKIIMOHUPOBAHHBIN HMCIIOJHICMBIN
KOJI;

yAAJICHHBIN 3alyCcK MPUIIOKEHUS IyTeM TMepenoyHeHusl Oydepa MpUIIOKEHUIA-
CEPBEPOB;

YAQJIECHHBIN 3aITyCK MPUIIOKEHUS ITyTEM UCIIOJIB30BAHUS BOBMOKHOCTEN yAAIEHHOTO
YIOPaBJIEHUS CUCTEMOM, MPEAOCTABISAEMbBIX CKPBITBIMU MPOTPAMMHBIMHA M alllapaTHBIMU
3aKJIaIKaMH, JIUOO HUCIIOJIb3YEMbIMH IITATHBIMU CPEICTBAMH.

TurnoBsle yrpo3pl TMEPBOr0 M3 YKa3aHHBIX IOAKIACCOB OCHOBBIBAIOTCSA Ha
aKTUBHU3AaLIMU PACIIPOCTPAaHAEMbIX (DAJIOB Mpu ciiydailHOM oOpaiieHuu kK HuM. [Ipumepamu
TakuX (paiaIoB MOTYT CIY>KUTb: (haliJIbl, COAEpKAILKE UCTIOTHAEMbIN KO/ B BUJI JOKYMEHTHI,
COZIepIKaIlle WCIONHSIeMBbId KOA B BHAC djeMeHToB ActiveX, Java-anmieros,
UHTEPIPETUPYEMBIX CKPUNTOB (Hampumep, TEKCThl Ha JavaScript); daiinsl, coaepxamue
UCIIOJIHSIEMBbIE KOJbI mporpamm. [l pacnpocTpaHeHUs (ailjioB MOTYT HCHOJIb30BaThCS
CITY>KOBI 2JICKTPOHHOM MOUTHI, Iepeaaun GpaiaoB, ceTeBor (paitioBoil CUCTEMBI.

[Ipy yrpo3zax BTOPOrO NOJAKIACCA MCIOJB3YIOTCA HEIOCTATKH MPOrpamM,
peaIn3yIOLUX CETEBbIE CEPBUCHI (B YACTHOCTH, OTCYTCTBUE KOHTPOJIS 3a NEPETOIHEHUEM
Oydepa). HacTpoiikoil CUCTEMHBIX PETUCTPOB MHOTJA YIAETCS MEPEKIIOUUTh MPOILIECCOP
1ocjie TNpephIBaHMsI, BBI3BAHHOI'O IMEpernojHeHueM Oydepa, Ha HCIHOJHEHHE KOJa,
cozepkaiierocss 3a rpanunieid Oydepa. IlpumepoM peanuzanuud TakoW yrpo3bl MOMKET
CIIY’KATh BHEJPEHNE IIMPOKO U3BECTHOTO «BHUpyca Moppucay.

IIpu yrpo3ax TpeTbEro MOAKIACCA HAPYIIUTENb HCIOJIb3YET BO3MOKHOCTH
YAAQJIEHHOTO YIPABIECHHUS CUCTEMOW, IPEIOCTABIIEMbIE CKPBITBIMH KOMIIOHEHTaMU
(Hammpumep, «rpostHCKuMuU» nporpammamu tumna Back.Orifice, NetBus), im6o mraTHeIMU
CpeACTBaMH  YyNOpPABJICHUA  H aIMUHUCTPUPOBAHUS  KOMIIBIOTEPHBIX  CETEH
(LandeskManagementSuite, Managewise, BackOrifice u 1. m). B pesymprare ux
MCIIOJIb30BaHUS yIaeTCs JOOUTHCS YAATIEHHOTO KOHTPOJIS HaJl CTAHLIMEN B CETH.

Ecnmu B Yupexnenun obpabateiBaembie [1[lH He mepechlIatoTes Mo ceTsM OO0IIero
MOJIb30BAHUSI U MEXJyHapOJHOro OOMEHa, YCTAaHOBJEHAa AaHTUBUPYCHAs 3allluTa, TO

BCPOATHOCTD p€ain3aliii YyIpO3bl — ABJAHCTCH MaHOBepOﬂTHOﬁ.
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Bo Bcex npyrux ciydasx J0JKHa ObITh OLIEHEHA BEPOSTHOCTh pean3alluil yTpo3bl.
OO00OUIEHHBIN CIUCOK BEPOATHOCTH peau3aluu yrpo3 s pa3Hbix TunoB UCII/(xH

IpeACTaBIIeH B Tabmuie 13.

Taomuma 13
BeposTHOCTS Koadd. BeposTHocTH
Tun UCITAn peanu3anuy yrpo3bl
peanu3anuu yrpo3bl
HapYHIUTEIEM
Asronomuas UC I tuna MaJIOBEpPOSITHAsS 0
AtonomHas VC Il tuna HU3Kas 2
Asronomuas MC III tuna MaJIOBEpOSATHAS 0
Astonomuas VC IV tuna HU3Kas 2
AstoHomHast UIC V Ttuna MaJIOBEpOSATHAS 0
Atonomuas C VI tuna HH3Kas 2
JINC I Tuna MaJIOBEpPOsTHAS 0
JINC 11 Tuna HU3Kas 2
Pacnipenenennas VIC I tuna MaJIOBEPOSATHAS 0
Pacnpenenennas UC Il tuna cpenHss 5

B namewm cnyuae Jlokanenas UC II Tuma.

BeposTHOCTh peanuzanuu yrpo3bl — HU3Kas BEPOATHOCTb.

Yepo3wt énedpenusn no cemu epedonocnvix npozpamm

K BpegoHOCHBIM ITporpamMmMam, BHEIPSEMBIM MO CETH, OTHOCSITCA BUPYChI, KOTOPBIE
JUIL CBOET0 pAaCHPOCTPAaHECHHUS AKTUBHO WCIHOJIB3YIOT IPOTOKOJIBI M BO3MOKHOCTHU
JIOKAJIbHBIX W TJI0O&IbHBIX ceTeil. OCHOBHBIM MPUHIMIIOM pabOThl CETEBOTIO BHpYycCa
SBJISIETCS. BO3MOXKHOCTh CaMOCTOSATENBHO MEpeaaTh CBOM KOJ Ha YJIAJICHHBIN CEpBEP WIU
pabouyro crannuio. «llomHOIEHHBIE» CETEeBBbIE BHPYCHI MPU ATOM O0IaNAIOT €IIe U
BO3MO’KHOCTBIO 3aITyCTUTh HA BBITTOJIHEHHWE CBOM KOJI HA YAAJIEHHOM KOMIIBIOTEPE WIH, 11O
KpaiiHel Mepe, «IOATOIKHYThY MOJb30BaTeNs K 3aIyCKy 3apaskeHHOTo (paiina.

BpenonocueiMu miporpammamu, obecrneunBarommumu ocymectsieane HCJI, moryr
OBITH:

IPOrpaMMbI TOAOOPA U BCKPBITUS MTAPOJICH;

MPOrPaMMBbl, PEATTU3YIOIIHNE YTPO3bI;

MPOrPaMMBbl, JEMOHCTPUPYIOLINE MCTIO0JIb30BaHUE HEJICKJIAPUPOBAHHBIX
BO3MOKHOCTEHM MPOTPaMMHOT0 U TIporpammHo-anmapatHoro odecrneuenus UCIIH;

IIPOTrPaMMBbI-T€HEPATOPBI KOMIIBIOTEPHBIX BUPYCOB;
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POrpaMMbl, IEMOHCTPUPYIOIINE YSI3BUMOCTH CPEICTB 3alIUThl HH(OPMAIUU U JIp.

Ecnu B Yupexxnenun obpabarsiBaembie [1/[H He mepecbutaioTes mo cetssM oOIIero

IMOJIB30BAHUA W MCKIAYHAPOIHOTO 06M€Ha, YCTAaHOBJICHA AHTHUBHUPYCHAA 3aluTa, TO

BCPOATHOCTD pCaln3al YIpO3bl — ABJIHECTCH MﬂJ'IOBGpOﬂTHOﬁ.

Bo Bcex Apyrux ciydasix T0JKHA ObITh OLIEHEHA BEPOSITHOCTD PEAM3aliu YTPO3BI.

OO600IIEHHBIN CIUCOK BEPOSITHOCTU peau3aiuu yrpo3 ais pasHeix tunos UCIIIH

npeAcTaBiieH B Tabnuie 14.

Tabnuna 14
BeposTHOCTS Koadd. BeposiTHOCTH
Tun UCITIn peanusanuu yrpossl
peanu3aiuu yrpo3bl
HapyIIUTEIEM

Astonomuas IC | tuna MaJIOBEPOSITHAS 0
AtonomHas C Il Tuna HU3Kas 2
Aptonomuas VC III tuna MaJIOBEPOSTHAS 0
AtonomHas MC IV tuna HU3Kast 2
Aptonomuas IC V tumna MaJIOBEPOSTHAS 0
AtonomHas MC VI tuna HU3Kast 2
JINC I Tuma MaJIOBEPOSTHAS 0
JINC 11 Tuna HU3Kas 2
Pacnpenenennas VC I tTuna MaJIOBEPOSATHA 0
Pacnipenenennast UC 11 Tuna cpenHsis S)

B namewm cinyyae Jlokanenas VC Il tuma.

BepoaTtHOCTh peann3anvu yrpo3bl — HU3Kasi BEPOATHOCTD.

6. PeaninzyemocTs yrpo3

[To uToram oreHKH YpoBHsI 3aUIICHHOCTH (Y1) M BEPOSITHOCTH PealIU3alliy YIPO3bI

(Y2), paccumthiBaeTcs Kod(pduimeHt peaausyemoctd yrpos3bl (Y) W ompeaensiercs

BO3MOXKHOCTh peanu3ainuu yrpo3bl. Kosddumment peanmusyemoctu yrpossl Y OyaeT

onpeaenathes cooTHommenneM Y = (Yi+ Y3)/20

Onenka peanuzyemoctu Y BI1/lH npencraBnena B Tabnuiie.

Ta6nuna 15 — Peanuzyemocts YBIIJIH

Tum yrpos Gesonacuoctn T Koaddunment Bo3moxHOCTB
peanuzyemocTs yrpo3sl (Y) peanu3anuu
1. YTpo3sl OT YTEUKH 10 TEXHUYECKIM KaHaJIaM.
1.1. Yrpo3bl yTeukn akyCTHYECKOU
P YT y 0,25 HU3Kas
uHpopManuu
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1.2. Yrpo3bl yTeuku BUI0BOY HHPOPMALIUU 0,25 HU3Kast
1.3. Yrpo3sl yTeuku HHGOPMALUH 110
kaHanam [IDMUH 0,25 it

2. Yrpo3bl HECAaHKIIHOHUPOBAHHOTO JOCTYIA K HH(pOpMAIUH.

2.1. YTpo3bl YHUUTOXKEHHS, XUllleHns1 anmapatHbeix cpenctB MCIIJIH HocuTenei nHpopManuu myTem
¢busndeckoro gocryna k anemeHtam UCI1JIxn

2.1.1. Kpaxa [I159BM 0,25 HU3Kas
2.1.2. Kpaxxa HocuTenei nndpopmanmu 0,25 HU3Kast
2.1.3. Kpaxa kiroueit u aTpuOyTOB 025 —
JIOCTyna ’

2.1.4. Kpaxu, mogudukam,

0,25 HU3Kas
YHHUTOXKEHUS WHHOPMAIIUU
2.1.5. BriBox u3 ctpos y3ios IIDBM
A poiy ’ 0,25 HU3Kas
KaHaJIOB CBSI3U
2.1.6. HecaHKIIMOHUPOBAHHOE OTKJIIOUYECHUE
1 p 0,25 HU3Kas

CPEJICTB 3aLIUThI

2.2. Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOW MoAM(UKanuu nin OJ0KUpOBaHUS MHGOpMALUU 3a
cuer HecaHkiuoHupoaHHoro jpocryna (HCJ/]) ¢ mnpumeHeHueM nporpaMMHO-almnapaTHBIX U
IPOTPaMMHBIX CPEACTB (B TOM YHCJIE IPOrPAMMHO-MAaTeMaTHUECKUX BO3JCHCTBUI).

2.2.1. JleficTBUS BPEIOHOCHBIX ITPOrpaMm

(BpYCOB) 0,35 CpemHsis

2.2.2. HenexknapupoBaHHbIE BO3MOKHOCTH
cucremHuoro I10 u 1O mst 06paboTku 0,35 CpenHss
MEPCOHAIBHBIX TaHHBIX

2.2.3. Ycranoska 1O He cBS3aHHOTO C

. 0,25 HU3Kas
UCIIOJTHEHUEM CITY)KEOHBIX 00s3aHHOCTEH

2.3. VYrpo3sl He MNpeJHAMEPEHHBIX JAEUCTBUI IOJIb30BAaTENe M HapyleHuil Oe3omacHoCTU
¢yukumonuposanust UCIIAu u C3I1Jn B ee cocTaBe n3-3a cO0OEB B MPOrpaMMHOM OOECIEUEHUH, a
TaK)K€ OT yrpo3 HEAHTPOIOIeHHOro (cOOeB ammapaTypbl H3-3a HEHAJIEKHOCTH 3JIEMEHTOB, COOEB
AJIEKTPOIUTAHUS) U CTUXUHMHOTO (yIapOB MOJIHUH, [10’KapOB, HABOJHEHUH U T.I1.) XapakTepa.

2.3.1. Vrpara xmoued u arpuOyTOB

focTyna 0,35 CpemHss
2.3.2. HemnpeagnamepenHass Moaudukanys

(YHMUYTOXEHHE) uHpopMauu 0,25 HU3Kast
COTPYAHUKAMHU

2.3.3. HenpenHaMepeHHOE OTKIIIOUEHHUE 0,25 —
CPECTB 3aIUTHI

2.3.4. Bbixon u©3 CTpos ammaparHo- 0,25 —
IPOTrPaMMHBIX CPEICTB

2.3.5. CO0li cHCTEeMBI DJIEKTPOCHAOKEHUS 0,25 HU3Kas
2.3.6. Ctuxuiinoe O0eacTBue 0,25 HHU3Kas

2.4. Yrpo3bl IpeJHaMEpEHHBIX ACWCTBUN BHYTPEHHUX HapyIIUTENeH

24.1. Hocryn K uHpOpMaLuH,
MoaudUKaIKsA, YHHUUTOKCHHE  JIUI[ HE 0,25 HU3Kas
JIONYIICHHBIX K ee 00paboTke

2.4.2. Pasrimamenue nH(popManuu,
Mo UKL, YHUYTOXKEHUE
COTPYAHHKAMH  JIONMYIIEHHBIMH K  €e
00paboTke

0,35 cpenHss

2.5.Yrp0o3bl HECAHKIIMOHUPOBAHHOTO JIOCTYNA MO KaHAJIaM CBSI3H.
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2.5.1.Yrpo3a «AHanu3 cereBoro Tpaduka» c nepexsarom nepenasaemoit u3 MCIIJIn 1 npuHumaemoit
U3 BHEIIHUX ceTel HHpOpMaluu:
2.5.1.1. TIlepexBar 3a mipenesamMu ¢

o 0,35 cpeaHss
KOHTPOJIMPYEMOM 30HBI
2.5.1.2. [TepexBat B npeaenax
KOHTPOJIUPYEMOM 30HBI BHEILIHUMH 0,25 HU3Kas
HAPYHIUTEISIMU
2.5.1.3.1lepexsar B npenenax
KOHTPOJIMPYEMOW  30HBI ~ BHYTPEHHUMU 0,25 HU3Kas
HAPYIIUTEIISIMHU.
2.5.2.Y1rpo3bl CKaHUPOBAHMUS,

HalpaBJCHHbIE HA BBIABJICHHE THUMA WU
TUIIOB  UCMOJb3YEMbIX  OIEPallMOHHBIX
CUCTEM, CETEBBIX  aJPECOB  pabouux 0,25 HU3Kas
cranumii  UCII[An, Tomomoruum  ceTu,
OTKPBITBIX TOPTOB M CIYXO, OTKPBITHIX
COCJIMHEHUH U JIp.

2.5.3.Y1rpo3bl BBISABICHHS NapOJIeil MO CeTH 0,25 HU3Kas
2.5.4.Yrpo3pl  HaBA3BIBAHUE  JIOKHOI'O

0,25 HU3Kas
MapuIpyTa CeTH
2.5.5.Yrpo3el  moaMeHEI OBEPEHHOI'O
p A JLOBEP 0,25 HHU3Kas
00BEKTa B CETU
2.5.6.Y1po3bl BHEAPEHUS JTOKHOTO O0BEKTA
0,25 HU3Kas
kak B UCIIJIH, Tak 1 BO BHEIIHUX CETAX
2.5.7.Yrpo3sl THTIA «OTtka3 B
0,35 CpemHss
00CITyKUBaHUI
2.5.8.Y1rpo3sl AJIEHHOT'O 3amycKa
posb A M 0,35 CpemHss
MIPUIIOKEHU T
2.5.9.Yrpo3sl  BHeOpeHHUA  IIO ceTn
P AP 0,35 cpenHss

BPEIOHOCHBIX ITPOrpaMM

7. OueHKa onacHOCTH Yrpo3

Ouenka omacHoctn YDBIIJIH mpou3BOANUTCS HAa OCHOBE ONPOCA CHELHUAIHUCTOB IIO
3aluTe MHPOpPMAIMK U ONpelesieTcss BepOalbHbIM MOKa3aTelIeM OMNacHOCTH, KOTOPBIN
MMEET TPU 3HAUCHMUS:

HM3Kasi ONACHOCTD - €CIIM PEaJIU3aLNsl yTPO3bl MOXKET PUBECTH K HE3HAUNTEIbHBIM
HETaTUBHBIM MOCIEACTBUAM ISl CYOBEKTOB IEPCOHANBHBIX JAHHBIX;

CpeJHsIsl ONACHOCTD - €CJIM pealn3alus Yrpo3bl MOXKET MPUBECTH K HEraTHUBHBIM
MOCIIEACTBUSIM JIJIsl CYOBEKTOB MEPCOHANBHBIX JaHHBIX;

BBICOKASl OMACHOCTD - €CITM pealih3alisl yrpo3bl MOXKET MPUBECTH K 3HAYUTEIbHBIM
HETraTUBHBIM MOCJEICTBUSAM Ui CyOBEKTOB MEPCOHABHBIX JAHHBIX.

Onenka onacHoctu YBII/IH peacTaBiena Tadauiie.
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Tabmmma 16 — Onacuaocts YBITIH

Tun yrpo3 6e3onacuoctu [1/1n \ OnacHOCTb yrpo3bl
1. Yrpo3sl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yTeuku akycTU4ecKor nHpopmanuu HU3Kast
1.2. Yrpo3bl yTeuku BUI0BOY HHPOPMALIUU HU3Kas
1.3. Yrpo3s! yreuku napopManuu 1o kanagam [IOMUH HU3Kast

2. Yrpo3bl HECAaHKIIHOHUPOBAHHOTO JOCTYMA K HH(POpMAIUH.

2.1. YTpo3bl YHUUTOXKEHHS, XUlleHus1 anmapatHeix cpenctB MCIIJIH HocuTenei nHpopManuu myTem
busndeckoro gocryna K anementam UCI1JIxn

2.1.1. Kpaxa [I9BM HU3Kas
2.1.2. Kpaxxa HocuTenei nHpopManuu HU3KAas
2.1.3. Kpaxa kimoueit u arprOyToB JocTymna HU3Kas
2.1.4. Kpaxxu, MoguduKamu, yHUITOKCHHUS HHHOPMAITIT HU3KAas
2.1.5. BeiBoq u3 crpos y3inoB [I9BM, kananos cBsizu HU3Kas
2.1.6. HecaHKITMOHUPOBAHHOE OTKIIIOYEHHE CPE/ICTB 3aIIUTHI HU3Kas

2.2. Yrpo3bl XUULIEHUS, HECAHKIIMOHUPOBAHHOW MoAM(UKaLUU Wik OJOKUpPOBaHUS MHGOpMALUU 3a
cuer HecaHkiuoHupoBaHHoro nocryna (HCJ/]) c¢ mnpumeHeHueM mnporpaMMHO-almnapaTHBIX U
IPOTrPaMMHBIX CPEACTB (B TOM YHCJIE IPOrPAMMHO-MAaTeMaTHUECKUX BO3JCHCTBUI).

2.2.1. JleficTBUS BPEJOHOCHBIX NIPOrpaMM (BUPYCOB) CpenHsis

2.2.2. HenexnapupoBanHbie Bo3MoKHOCTH cucteMHoro [10 u 110 s

HU3KadA
00pabOTKH IEPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka IIO He CBSI3aHHOI'O C HCIOJHEHUEM CIIYXEeOHBIX

N HU3Kas
o0s13aHHOCTEN

2.3. VYrpo3sl He TMNpeJHaMEepeHHBIX MACMCTBUI IMOJNb30BaTeNel H HapylieHHil 0e30MmacHOCTH
¢yakunonupoBanus UCI/dn u C3I1[H B ee cocTaBe m3-3a cO0EB B MPOrpaMMHOM OOECIICUCHUH, a
TaKXe OT Yrpo3 HEaHTPOIOTeHHOTro (COOEB ammapatrypbl W3-3a HEHAJIC)KHOCTH DJIEMEHTOB, COOCB
AJIEKTPONUTAHUS) U CTUXUITHOTO (YIapOB MOJIHUH, 10KapOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. YTpara kitoyei u aTpuOyToB JI0CTyMa cpenHss
2.3.2. Henpennamepennas MO (UKL (YHMUTOXEHHE) —
MH(pOpMalluu COTPYAHUKAMU

2.3.3. HenpegnamepeHHOE OTKJIFOYEHHUE CPEJCTB 3aIUThI HU3Kast
2.3.4. Beixoa U3 CTpoOs anmapaTHO-MPOTPAMMHBIX CPEJICTB HU3Kast
2.3.5. COoii cucTeMBbl 2IeKTPOCHA0KEHUs HU3Kas
2.3.6. Ctuxuiinoe 0exncTBue HHU3Kast

2.4. Yrpo3bl IpeJHaMEPEHHBIX NEHCTBUN BHYTPEHHUX HApYLIUTENEH

2.4.1. loctyn k uHpOpMaIU, MOAU(PHUKALUS, YHUUTOXKEHUE JIUL HE

HU3Kasd
JIONYLIEHHBIX K ee 00paboTke

2.4.2. Pasrnamenue uHpopManuu, MoAM(UKALUSA, YHUUYTOXKEHUE

HU3Kas
COTPYAHUKAMHM JIONMYIIEHHBIMU K €€ 00paboTKe

2.5.er03bl HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA 11O KaHaJIaM CBA3HU.

2.5.1.Yrpo3a «Ananu3 cereBoro Tpaduka» ¢ nepexsarom nepemaaBaemoit uz UCIIJIn n npuarnMaemoit
13 BHEITHUX ceTell nHdopmanuu:

2.5.1.1. IlepexBar 3a npeaenamMu ¢ KOHTPOJIUPYEMOUN 30HbBI HH3Kast
2.5.1.2. IlepexBar B mpenenaax KOHTPOJIMPYEMON 30HBI BHEIIHUMH KA
HApYIIUTEIAMU

2.5.1.3.IlepexBaT B mpeaesiax KOHTPOJIMPYEMON 30HBI BHYTPEHHUMHU KA
HApYIINUTEIAMU.

2.5.2.Y1po3bl CKaHUPOBaHUS, HAMPABIICHHBIC Ha BBIABICHUE TUIIA WU —
TUIIOB HMCIIOJIB3YEMEBIX OIICPpAallMOHHBIX CHUCTEM, CCETCBBIX aJApE€COB
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pabouux cranuuii MCIIJIH, TOMONOTHMHM CETH, OTKPHITHIX MOPTOB MU
CJ1y’K0, OTKPBITBIX COEAMHEHUH U JIp.

2.5.3.¥Y1po3bl BBISIBIICHUS MTAPOJIEH 1O CETH CpeaHsst
2.5.4.Yrpo3bl HaBsI3bIBAHKE JIOXKHOTO MApUIPyTa CETH HU3Kas
2.5.5.Y1rpo3bl MOAMEHBI TOBEPEHHOTO 0O0BEKTA B CETH HU3Kas
2.5.6.Yrpo3sl BHeApeHUs JokHOro o0bekra kak B MCII/IH, Tak 1 BO R
BHEIITHHUX CETSIX

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CITy>KUBAHUI HU3Kas
2.5.8.YTpo3bl yIaJ€HHOT0 3alyCKa MPUII0KEHUI HU3Kast
2.5.9.Y1po3bl BHEAPEHHUSI 110 CETU BPEIOHOCHBIX IPOrpaMM cpeHss

8. Onpenenenne akryaabHocT yrpo3 B UCII/In
B cooTBeTcTBHM C MpaBUIIaMH OTHECEHUSI YTPO3bl 0€30MIaCHOCTH K aKTyaJIbHOM, IS
UCIIIH onpenensiroTcsa aKTyalbHbIE U HEAKTYaJIbHbBIE YTPO3BI.

Ta6muna 17. [lpaBuiia onpenenenus aktyanbHocTd Y BI1J[H

BosmoxHoCTh [Toka3atesb OMaCHOCTH YIPO3bI
peanu3anuu
03Bl Huzkas Cpenuss Bricokas

yrp
Huskas HeaKTyallbHas HEaKTyallbHas aKTyaJbHasl
Cpenmsist HeaKTyallbHas aKTyaJbHasI aKTyaJbHasI
Bricokast aKTyaJbHasl aKTyaJbHasl aKTyaJbHasl

OueHb BBICOKasI aKTyaJbHasl aKTyaJbHasl aKTyaJbHasl

OrneHka akTyaTbHOCTH YIpo3 0€30MMaCHOCTH MPEJICTaBlIeHA B TAOJIHIIE.

Ta6muna 18. AxktyansHocTts Y BITIH

Tun yrpo3 6e3onacHoctu 1] \ OnacHOCTh yrpo3sl
1. YTpo3sl OT yTEUKH 110 TEXHUYECKUM KaHaJIaM.
1.1. Yrpo3bl yTeukH akycTU4ecKoi nH(opMaluu HEAKTyaJbHast
1.2. Yrpo3bl yTeuku BUI0BOH HHPOPMALIUU HEaKTyaJbHas
1.3. Yrpo3s! yreuku nuadopmanuu no kanagam [IOMNUH HEAKTyaJIbHasl

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOT'O JOCTYMA K MH(POpMaIUu.
2.1. Yrpo3sl yHuuTOXKEHUS, XullleHus annapatHeix cpeacts UCII/IH Hocuteneit nupopmanuu nmyrem
¢uzuueckoro pocryna K snemenram MCI1/Ix

2.1.1. Kpaxa [I9BM HEAKTyaJIbHast
2.1.2. Kpaxxa Hocuteneit nHpopManmu HEaKTyaJIbHAS
2.1.3. Kpaxa kimtoueil u atpuOyToB JocTyna HEAKTYyaJbHasl
2.1.4. Kpaxku, MmouduKany, yHUYTOKEHUSI HHGOpMAITUU HEAKTyaJIbHast
2.1.5. BeiBoa u3 ctpos y3nos [I9BM, kananos cBsizu HEaKTyaJbHAas
2.1.6. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEJCTB 3alIUTHI HEAKTyaJbHast

2.2. Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOW MOAM(PHUKAIMKA UM OJOKMpOBaHUS MH(OpMAIMU 3a
cuer HecaHkiuoHupoBaHnHoro nocryna (HCJ/]) ¢ mnpumeHeHHeM mnporpaMMHO-anmapaTHBIX U
IPOTPAMMHBIX CPEICTB (B TOM YHCIIE IPOrPAMMHO-MATeMaTHUECKUX BO3JCHCTBUI).
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2.2.1. JlelicTBUS BpEAOHOCHBIX NIPOrpaMM (BUPYCOB) aKTyajabHas
2.2.2. HenexknapupoBanHbie BO3MOKHOCTH cuctemHoro 1O u I10O s

HeaKTyaJIbHas
00pabOTKH NEPCOHAIBHBIX IaHHBIX
2.2.3. YcranoBka IIO He cBSI3aHHOrO C MCIOJIHEHHMEM CIIYKEOHBIX

HeaKTyaJIbHas

00s13aHHOCTEN

2.3. VYrpo3pl HE NpEIHAMEPEHHBIX JEHCTBHI TNOJb30BAaTENed M HapylIeHUH Oe30macHOCTH
¢byaxuuonupoanus MCII/In u C3I1IH B ee coctaBe nu3-3a cO0EB B MPOrpaMMHOM O0OECIICUCHUH, a
TaKXKe OT Yrpo3 HEaHTPOIOTeHHOTro (COOeB ammaparypbl W3-3a HEHAJEKHOCTH DIIEMEHTOB, COOEB
AIEKTPONUTAHMSI) U CTUXUHHOTO (yIapOB MOJIHUHN, MOXKApOB, HABOJHEHUI U T.II.) XapakTepa.

2.3.1. Vrpara xirodeld u aTpuOyTOB JTOCTyNa aKTyajbHas
2.3.2. Henpennamepennas Moau(puUKaIus NYTOKEHUE
peA p Apuica (yn ) HeaKTyaJlbHas
nH(OPMAIIUU COTPYIHUKAMU
2.3.3. HenpenHamepeHHOE OTKIIOYEHUE CPEJICTB 3aIUThI HEaKTyaJbHas
2.3.4. Beixoa U3 CTpOs anmapaTHO-MPOrPaMMHBIX CPEJICTB HEAKTyaJbHasl
2.3.5. C0Ooii cuCTeMBI AJIEKTPOCHA0KEHHUS HEaKTyaJIbHas
2.3.6. Ctuxuiinoe 0eacTBue HEaKTyaJbHas
2.4. Yrpo3bl IpeJHaMEPEHHBIX A€WCTBUN BHYTPEHHUX HapyLIUTENEH
2.4.1. loctyn k unpopmanuu, MoauduKaIus, yHUUTOXKECHUE JIHI] HE
HeaKTyaJlbHas
JIONYIIEHHBIX K ee 00paboTke
2.4.2. Pazrnamenue uHOpManuu, MoAUGUKALUA, YHUUYTOKCHHE T
COTPYJTHUKAMH JIOMYIICHHBIMH K €€ 00paboTke Y
2.5.Yrpo3bl HECAaHKIIMOHUPOBAHHOT'O JOCTYIA IO KaHAJlaM CBSI3H.
2.5.1.Yrpo3a «AnHanmu3 cereBoro Tpaduka» C  IEpPEeXBaTOM
nepepaBaemMoil w3 UCIIJlH v npuHMMaeMoOil U3 BHEUIHUX CeTel
uH(popMaluu:
2.5.1.1. TlepexBat 3a mpenenaMu ¢ KOHTPOJUPYEMOM 30HBI HeaKTyaJbHas
2.5.1.2. IlepexBar B mpenenax KOHTPOJMPYEMOM 30HbI BHEIIHUMH
HeaKTyaJbHas
HApYIIUTEISIMU
2.5.1.3.IlepexBaT B mpejaesiax KOHTPOJIMPYEMOUN 30HBI BHYTPEHHUMHU
p e pPOTHPY yp HeaKTyaJbHas
HAPYITUTEISIMHU.
2.5.2.Y1po3bl CKaHUPOBAaHUS, HAPABIICHHBIC HAa BBIABICHHUE TUIIA WU
TUTIOB HCIIOJIB3YEMBIX OTEPAIMOHHBIX CHCTEM, CETEBBIX aJ[PECOB
. HeaKTyaJbHas
pabounx crannuit MCII[IH, TOmomoruu ceTH, OTKPBITBIX MOPTOB U
CITY’O0, OTKPBITBIX COSTMHEHUH U JIp.
2.5.3.Y1po3bl BBISBICHHS Napojeil Mo CeTh HEaKTyaJbHas
2.5.4.Yrpo3bl HaBsI3bIBAHKE JIO)KHOTO MAapUIPyTa CETH HeaKTyaJbHas
2.5.5.Y1rpo3bl MOMEHBI IOBEPEHHOTO O0OBEKTA B CETH HEAKTyaJIbHast
2.5.6.Yrpo3sl BHeApeHus JoxkHOro oobekra kak B MCII/IH, Tak u BO
HeaKTyaJbHas
BHEIIIHUX CETIX
2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CITy>KUBAHUI HeaKTyaJlbHas
2.5.8.Y1po3bl yAaJICHHOTO 3aIyCKa MPHIIOKEHUN HeaKTyaJbHas
2.5.9.Y1po3bl BHEAPEHHUSI 110 CETU BPEAOHOCHBIX MTPOrpamMm aKTyalbHas

BbL1u BBIIBJIEHBI CJIEYIOLINE AKTYaJIbHbIE YTPO3bI:
- IGUCTBUS BPEIOHOCHBIX porpamMMm (BUPYCOB)

- yTpaTa KJIIo4eil u aTpuOyTOB JI0CTyNa

- YIpO3bl BHEJPEHUS 10 CETU BPEIOHOCHBIX MPOrpam

Jlisl CHUZKEeHUS ONACHOCTH peasm3anum aktyajabHbIX Y BII/IH pexomenayercs:




49

- Ha3HAYEHHE OTBETCTBEHHOrO 3a 0€30MacHOCTh MEPCOHAIBHBIX JAHHBIX W3 YHCIIA
COTPYIHUKOB YUPEXKICHUS;

- uHCTpyKImH nojbs3oBareneid UCII/IH, B KOTOPBIX OTpakeHBI MOPSIOK O€30MmacHON
pa6otel ¢ ICII/IH, a Tak ke ¢ KiIIo4aMH ¥ aTpuOyTaMu JTOCTYIIa;

- OpraHu3anus pa3rpaHUueHUs MPaB MoJIb30BaTeNe Ha YCTaHOBKY ctopoHHero 110,
YCTAHOBKY amnmapaTHbIX CPEJCTB, MOJKIIOYEHUS MOOMJIBHBIX YCTPOMCTB U BHEIIHHMX
HOCUTEJEHN, YCTAHOBKY U HacTpouKy anemMeHToB MCII/IH u cpecTB 3auThI.

- IOCTOSTHHOE OOHOBJICHHE aHTUBUPYCHBIX 0as3.

[NOKYMEHT MOANWUCAH
SNEKTPOHHOM NOAMUCHIO

3aBenyronmn

MuxaiinoBa Mapuna TaridukoBHa (noznuce, newats)
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